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Purpose and Scope
This manual defines a complete audit control library for cybersecurity, privacy, and AI governance. It integrates ISO/IEC 27001, ISO/IEC 42001, the NIST AI Risk Management Framework, NIST SP 800-53 Revision 5 security and privacy controls, and applicable California privacy, breach notification, AI transparency, training data, automated decision-making, and age-appropriate design obligations.
The document is intended to serve as the authoritative audit manual. The companion Excel workbook is the execution artifact for scoring, filtering, dashboarding, and evidence tracking.
[bookmark: _Toc238903564]Control Domains and Control Types
This section defines how controls are structured and categorized. Each control belongs to one domain and performs one or more control types. This ensures complete coverage, alignment to ISO standards, and audit traceability. Domains provide structure. Control types provide behavior. Together they form a complete, enforceable, and auditable AI Management System. Controls are organized using two complementary dimensions:
[bookmark: _Toc238903565]Control Domains (Structural Organization)
Controls are grouped into 10 domains, each representing a core functional area.
GOV - Governance
Establishes leadership, oversight, policies, and accountability structures to ensure AI systems align with organizational objectives, legal requirements, and ethical expectations.
RISK - Risk Management
Defines how risks are identified, assessed, scored, treated, and monitored, including AI-specific risks such as bias, misuse, safety, and privacy impacts.
AILC - AI Lifecycle Management
Governs the end-to-end lifecycle of AI systems, including intake, design, development, validation, deployment, monitoring, and retirement. This domain contains key enforcement gates.
ASSET - Asset & Data Management
Manages the inventory, classification, lineage, and lifecycle of systems, models, and data used within AI systems.
IAM - Identity & Access Management
Controls access to systems and data, including authentication, authorization, privilege management, and management of human and machine identities.
PROTECT - Security Protection Controls
Implements preventive safeguards to protect systems, data, and AI models, including configuration management, encryption, vulnerability management, and AI-specific protections.
DETECT - Monitoring & Detection
Provides capabilities to identify anomalies, threats, and performance issues through logging, monitoring, and detection mechanisms, including AI misuse and model drift.
RESPOND - Incident Response
Defines processes for managing incidents, including triage, containment, eradication, communication, and regulatory reporting, including AI-specific incidents.
RECOVER - Recovery & Resilience
Ensures restoration of services and continuity of operations following disruption, including backup, disaster recovery, and resilience planning.
IMPROVE - Continuous Improvement
Drives ongoing enhancement through audits, metrics, corrective actions, and optimization of controls and AI lifecycle processes.
[bookmark: _Toc238903566]Control Types (Functional Classification)
Controls are also categorized by how they function within the system. These types apply across all domains.
Directive Controls
Establish expectations, requirements, and governance direction.
Examples:
· policies 
· standards 
· governance structures 
· risk management frameworks 
Primary domains:
· GOV 
· RISK 
Preventive Controls
Reduce the likelihood of incidents or failures before they occur.
Examples:
· access controls 
· secure configurations 
· encryption 
· AI model safeguards 
Primary domains:
· PROTECT 
· IAM 
· portions of AILC 
Detective Controls
Identify and alert on anomalies, incidents, or control failures.
Examples:
· logging & monitoring 
· threat detection 
· AI drift and misuse detection 
Primary domain:
· DETECT 
Corrective / Responsive Controls
Contain, remediate, and recover from incidents or failures.
Examples:
· incident response 
· containment actions 
· recovery procedures 
· corrective actions 
Primary domains:
· RESPOND 
· RECOVER 
· IMPROVE
[bookmark: _Toc238903567]Maturity Model
	Score
	Level
	Definition

	0
	Nonexistent / NA
	Control is absent or not evidenced.

	1
	Initial / Ad Hoc
	Control exists informally or inconsistently.

	2
	Defined
	Control is documented but implementation is inconsistent.

	3
	Implemented / Repeatable
	Control is consistently implemented and supported by evidence.

	4
	Managed / Measured
	Control effectiveness is measured, reviewed, and reported.

	5
	Optimized
	Control is continuously improved, automated where practical, and proactive.


[bookmark: _Toc238903568]Control Structure Definitions
Each control in this manual follows a standardized structure. The following definitions describe each field, its purpose, and how it is used.
[bookmark: _Toc238903569]Control ID
The unique identifier assigned to each control.
Used for: traceability, reporting, dashboarding, maturity scoring, cross-framework mapping, and audit reference management.
Structure: Domain Prefix + Sequential Number
Examples: GOV-01 | IAM-05 | DETECT-12
[bookmark: _Toc238903570]Control Name
The concise title describing the control area or capability being assessed.
Used for: quick identification, reporting, executive summaries, audit tracking, and assessment organization.
Examples: Governance Structure | Privileged Access Management | Continuous Monitoring
[bookmark: _Toc238903571]Control Type
The functional cybersecurity classification of the control. Identifies whether the control primarily establishes governance, prevents adverse events, detects issues, or responds to and recovers from incidents. See the Control Types section for full definitions of each type.
Hybrid classifications: Used where a control serves more than one functional purpose. Examples: Directive / Preventive | Detective / Corrective
[bookmark: _Toc238903572]Control Objective
A high-level statement describing why the control exists and the intended security, governance, operational, resilience, or compliance outcome.
Characteristics: Outcome-oriented, strategic, governance-focused, and risk-driven.
Used by: Leadership, auditors, assessors, governance personnel, and maturity evaluators.
[bookmark: _Toc238903573]Control Statement
A formal statement describing what the organization is expected to implement, perform, maintain, or enforce.
Characteristics: Operational, testable, measurable, and auditable.
Used by: Control owners, implementers, auditors, assessors, and compliance teams.
[bookmark: _Toc238903574]Audit Questions
Standardized assessment questions used to evaluate whether the control is implemented, operating effectively, and aligned with intended outcomes.
Used to: Guide interviews, support self-assessments, standardize audits, and improve scoring consistency.
The framework intentionally limits audit questions to approximately three per control unless additional fidelity is required.
[bookmark: _Toc238903575]Evidence
Examples of artifacts, records, configurations, documentation, or operational outputs used to validate implementation of the control.
Evidence should objectively support the audit response, demonstrate implementation, and provide defensible audit proof.
Examples: Policies, procedures, screenshots, system configurations, logs, reports, tickets, meeting minutes, inventories, training records.
The framework intentionally limits evidence requests to approximately three per control unless additional fidelity is necessary.
[bookmark: _Toc238903576]ISO/IEC 27001
Maps the control to relevant ISO/IEC 27001 clauses and ISO/IEC 27001:2022 Annex A controls.
Purpose: Align with internationally recognized information security standards, support audit defensibility, and enable cross-framework mapping.
[bookmark: _Toc238903577]ISO/IEC 42001
Maps the control to relevant ISO/IEC 42001 AI Management System (AIMS) requirements, governance expectations, and AI-specific operational controls.
Purpose: Align AI governance and security activities, support responsible AI oversight, and establish AI management system maturity.
[bookmark: _Toc238903578]NIST AI RMF
Maps the control to the most applicable function within the National Institute of Standards and Technology AI Risk Management Framework.
Functions: Govern | Map | Measure | Manage
Purpose: Align controls to AI risk lifecycle activities, support AI governance maturity, and improve AI operational oversight.
[bookmark: _Toc238903579]NIST SP 800-53
Maps the control to the most applicable NIST SP 800-53 Revision 5 security and privacy controls, cited at the control level (e.g., AC-2, RA-3, IR-4).
Purpose: Align with the federal catalog of security and privacy controls, support cross-framework traceability, and strengthen audit defensibility for organizations that reference NIST-based programs.
Where no corresponding NIST SP 800-53 control exists (typically AI-specific or emerging areas such as ethics, human oversight, explainability, and adversarial machine learning), the field is omitted from the control text and a dash is shown in the crosswalk tables.
[bookmark: _Toc238903580]California Laws
Identifies California-specific laws, regulations, guidance, and emerging policy considerations relevant to the control. This field distinguishes between three applicability levels.
Active: Directly applicable statutes, regulations, or formal state requirements currently enforceable or operationally applicable. Examples: CCPA | CPRA | California Civil Code §1798.81.5(b)
Indirectly: The control is not directly mandated but supports broader safeguarding expectations, reasonable security requirements, operational resilience, or compliance obligations. Used to avoid overstating regulatory authority.
Emerging: Areas where draft regulations, evolving guidance, proposed legislation, or immature policy frameworks may influence future expectations. Examples: CPRA Automated Decision-Making Technology (ADMT) regulations | Emerging California AI governance guidance
[bookmark: _Toc238903581]Testing Procedure
The specific assessment activities performed by auditors or assessors to determine whether the control exists, is implemented, operates effectively, and produces intended outcomes.
Methods may include: Interviews, document reviews, technical validation, configuration reviews, sampling, observation, walkthroughs, or evidence inspection.
Purpose: Standardize assessments, improve scoring consistency, and support defensible audit conclusions.
[bookmark: _Toc238903582]Maturity Score (0-5)
Represents the organization's implementation maturity level for the control, scored on a 0 to 5 scale. See the Maturity Model section for the full scale definition.
Used to: Assess capability maturity, identify gaps, support benchmarking, and measure improvement over time.



















[bookmark: _Toc238903583]Completing the Self-Assessment

The AI Cybersecurity and AI Governance Assessment Workbook is designed to help your organization evaluate the current maturity of its cybersecurity and AI governance practices. The assessment is intended to capture your organization’s current state, not a desired future state. When completing the assessment, select the response that best represents what is currently implemented and consistently practiced.
1. Complete the Self-Assessment Tab
For each control listed on the Self-Assessment tab, focus primarily on the following two columns:
Column E – In Scope (Y/N)
· Determine whether the control applies to your organization.
· Select Y if the control is applicable to your organization, systems, data, business processes, or current/planned use of AI. 
· Select N if the control is not applicable to your organization. 
· If you select N, a maturity score is not required for that control. 
· When uncertain, review the corresponding control description in this Assessment Manual before determining that a control is out of scope. 
Column F – Maturity Score (0–5)

· For every control marked Y, select the maturity score that most accurately represents your organization’s current level of implementation.
· Use the Maturity Model in this manual when selecting a score. In general, the scale represents progression from a control that is not implemented to one that is consistently measured, managed, and optimized.
When deciding between two maturity levels, select the lower score unless the requirements of the higher level are substantially and consistently met. A policy, tool, or process existing by itself does not necessarily indicate that the control is fully implemented; consider whether the practice is documented, consistently performed, measured, reviewed, and improved as appropriate to the maturity level.
2. Use the Assessment Manual as Your Reference
Each control in the workbook has a corresponding entry in this manual. Controls can be matched using the Domain, Control Type, Control ID, and Control Name.
For example:
Domain: GOV
Control Type: Directive
Control ID: GOV-01
Control Name: Governance Structure
The corresponding manual entry provides additional information about the control to help determine: whether the control is applicable to your organization; what the control is intended to accomplish; and which maturity score most accurately reflects your current practices. 
Evaluate the control based on the description and maturity criteria provided rather than solely on the control name.
3. Score the Current State
The assessment is not a pass/fail exercise. Lower scores are useful because they identify opportunities where additional support, planning, or improvement may provide the greatest benefit.
When assigning a maturity score: Score what is currently implemented, not what is planned or expected to be implemented. 
Consider how the control operates across the organization, rather than relying on an isolated example. 
Do not increase a score solely because a product, policy, or capability exists; consider whether it is actually implemented and used consistently. 
If implementation varies significantly across departments or systems, select the score that best represents the organization's overall implementation and use the POAM Notes field to document relevant context if desired. 
Do not feel that every control should receive a high score. Accurate scoring provides a more useful assessment and helps identify meaningful improvement priorities. 
4. Plan of Actions and Milestones (POAM) Notes and Due Dates (Optional)
Column G – POAM Notes and Column H – POAM Due Date are provided for your organization's internal use and may be used to record planned improvements, observations, responsible parties, or target dates.
Completion of these fields is not required for the assessment. The assessment team will primarily use In Scope (Column E) and Maturity Score (Column F) when analyzing your results.
5. Review the Dashboard
The workbook contains a Dashboard tab that automatically summarizes the results of the assessment and provides graphical views of maturity across the assessment domains.
After completing the Self-Assessment tab:
Review the Dashboard for unexpected results or obvious gaps. 
Confirm that controls marked In Scope = Y have a maturity score. 
Confirm that controls intentionally marked In Scope = N do not require scoring. 
Review unusually high or low scores to ensure they accurately reflect the organization's current state. 
Save the completed workbook before returning it to the assessment team.
The next section begins the questions for each Control ID that you should answer on the Assessment Workbook.
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GOV - Governance Controls
[bookmark: _Toc238903585]GOV-01 - Governance Structure
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on governance structure.
Control Statement: The organization shall establish, implement, document, and maintain a control for governance structure that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 4.2, 5, 7, 9, 10; Annex A 5.1, 5.2, 5.4
ISO/IEC 42001: Clauses 4.1, 4.2, 5.1, 5.2, 5.3, 6.1; Annex A Controls 2, 3, 4, 5
NIST AI RMF: Govern
NIST SP 800-53: PM-1, PM-2, PM-29
California Laws: California Civil Code §1798.81.5(b); California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3; Indirectly: California Government Code §8593.7
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903586]GOV-02 - Roles & Responsibilities
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on roles & responsibilities.
Control Statement: The organization shall establish, implement, document, and maintain a control for roles & responsibilities that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 5.3 and 7.2; Annex A 5.2 and 6.3
ISO/IEC 42001: Clauses 5.3 and 7.2; Annex A Controls 2 and 3
NIST AI RMF: Govern
NIST SP 800-53: PM-2, PM-29, PS-9
California Laws: California Civil Code §1798.81.5(b); California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903587]GOV-03 - Executive Oversight
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on executive oversight.
Control Statement: The organization shall establish, implement, document, and maintain a control for executive oversight that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 5.1, 5.2, and 5.3; Annex A 5.1, 5.2, and 5.4;
ISO/IEC 42001: Clauses 5.1, 5.2, and 5.3; Annex A Controls 2 and 5
NIST AI RMF: Govern
NIST SP 800-53: PM-1, PM-2, PM-29
California Laws: California Civil Code §1798.81.5(b); California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903588]GOV-04 - Policy Framework
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on policy framework.
Control Statement: The organization shall establish, implement, document, and maintain a control for policy framework that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 5.2, 5.3, and 7.5; Annex A 5.1 and 5.37
ISO/IEC 42001: Clauses 5.2, 5.3, and 7.5; Annex A Controls 2, 3, and 24
NIST AI RMF: Govern
NIST SP 800-53: PL-1, PM-1; family policy and procedure controls (e.g., AC-1, IR-1, SC-1)
California Laws: California Civil Code §1798.81.5(b); California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903589]GOV-05 - Legal & Regulatory Compliance
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on legal & regulatory compliance.
Control Statement: The organization shall establish, implement, document, and maintain a control for legal & regulatory compliance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 4.2, 5.1, 5.3, and 6.1.3; Annex A 5.31, 5.34, 5.36, and 5.37
ISO/IEC 42001: Clauses 4.2, 5.1, 5.3, 6.1, and 8.2; Annex A Controls 4, 5, and 10
NIST AI RMF: Govern
NIST SP 800-53: PM-1, PT-1, SI-12
California Laws: California Civil Code §1798.81.5(b); California Civil Code §§1798.100–1798.199; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3; Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903590]GOV-06 - Risk Appetite & Tolerance
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on risk appetite & tolerance.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk appetite & tolerance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 5.1, 6.1, and 6.2; Annex A 5.7 and 5.30
ISO/IEC 42001: Clauses 5.1, 6.1, and 6.2; Annex A Controls 4, 5, and 6
NIST AI RMF: Govern
NIST SP 800-53: PM-9, PM-28
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903591]GOV-07 - Ethics & Responsible AI
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on ethics & responsible ai.
Control Statement: The organization shall establish, implement, document, and maintain a control for ethics & responsible ai that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 4.1, 4.2, 5.1, and 6.1; Annex A 5.1, 5.2, and 5.31
ISO/IEC 42001: Clauses 4.1, 4.2, 5.1, 5.2, 6.1, and 8.2; Annex A Controls 1, 2, 3, 4, and 8
NIST AI RMF: Govern
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Consumer Privacy Act (CCPA); Indirectly: California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) fairness and bias rulemaking
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903592]GOV-08 - Performance Reporting
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on performance reporting.
Control Statement: The organization shall establish, implement, document, and maintain a control for performance reporting that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 5.1, 6.2, 9.1, and 9.3; Annex A 5.4 and 5.7
ISO/IEC 42001: Clauses 5.1, 6.2, 9.1, and 9.3; Annex A Controls 5, 9, and 10
NIST AI RMF: Govern / Measure
NIST SP 800-53: PM-6, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903593]GOV-09 - Internal Audit Program
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on internal audit program.
Control Statement: The organization shall establish, implement, document, and maintain a control for internal audit program that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 9.2 and 9.3; Annex A 5.35 and 5.36
ISO/IEC 42001: Clauses 9.2 and 9.3; Annex A Controls 5 and 10
NIST AI RMF: Govern / Measure
NIST SP 800-53: CA-2, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903594]GOV-10 - Continuous Improvement
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on continuous improvement.
Control Statement: The organization shall establish, implement, document, and maintain a control for continuous improvement that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 10.1 and 10.2; Annex A 5.36 and 5.37
ISO/IEC 42001: Clauses 10.1 and 10.2; Annex A Controls 10 and 11;
NIST AI RMF: Govern / Manage
NIST SP 800-53: PM-4, CA-5, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903595]GOV-11 - Data Subject Rights Management
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on data subject rights management.
Control Statement: The organization shall establish, implement, document, and maintain a control for data subject rights management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the governance requirement formally documented and approved?
Are decision rights, accountabilities, and oversight activities assigned?
Are governance records maintained and reviewed?
Evidence:
Approved governance policy, charter, or standard
Meeting minutes, decision records, or executive briefings
Role, RACI, or accountability documentation
ISO/IEC 27001: Clauses 4.2, 5.1, 5.3, and 6.1; Annex A 5.31, 5.34, and 5.37
ISO/IEC 42001: Clauses 4.2, 5.1, 5.3, 6.1, and 8.2; Annex A Controls 4, 8, and 10
NIST AI RMF: Govern / Manage
NIST SP 800-53: PT-4, PT-5, PM-22, SI-18
California Laws: California Civil Code §§1798.100–1798.199; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3
Testing Procedure: Review governing documentation; inspect approval and communication records; sample recent decisions to verify execution and accountability.
Maturity Score (0-5): ___
[bookmark: _Toc238903596]GOV-12 - AI Transparency & Disclosure
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on ai transparency & disclosure.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai transparency & disclosure that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California AI transparency and automated decision disclosure expectations where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 4.2, 5.1, 5.3, and 7.4; Annex A 5.31, 5.34, and 5.37
ISO/IEC 42001: Clauses 4.2, 5.1, 5.3, 7.4, and 8.2; Annex A Controls 8, 9, and 10
NIST AI RMF: Govern / Map
NIST SP 800-53: PM-20, PT-5
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) transparency and disclosure rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903597]GOV-13 - AI Decision Accountability
Control Type: Directive
Control Objective: Ensure governance decisions, responsibilities, and oversight mechanisms are formal, auditable, and connected to cybersecurity, privacy, and AI risk outcomes. This control focuses specifically on ai decision accountability.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai decision accountability that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 5.1, 5.3, 6.1, and 8.1; Annex A 5.2, 5.4, and 5.31
ISO/IEC 42001: Clauses 5.1, 5.3, 6.1, 8.2, and 8.3; Annex A Controls 2, 4, 5, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: PM-2, CA-6
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI accountability rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903598]RISK - Risk Management Controls
[bookmark: _Toc238903599]RISK-01 - Risk Management Framework
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk management framework.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk management framework that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 5.1, 6.1, and 6.2; Annex A 5.7 and 5.30
ISO/IEC 42001: Clauses 5.1, 6.1, 6.2, and 8.2; Annex A Controls 4, 5, 6, and 10
NIST AI RMF: Govern
NIST SP 800-53: PM-9, PM-28, RA-1
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903600]RISK-02 - Risk Identification
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk identification.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk identification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 6.1.2 and 8.2; Annex A 5.7 and 5.9
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.3; Annex A Controls 4, 5, and 6
NIST AI RMF: Map
NIST SP 800-53: RA-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903601]RISK-03 - Risk Assessment
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk assessment.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk assessment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 6.1.2, 8.2, and 9.1; Annex A 5.7 and 5.9
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 9.1; Annex A Controls 4, 5, 6, and 9
NIST AI RMF: Measure
NIST SP 800-53: RA-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903602]RISK-04 - Risk Treatment
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk treatment.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk treatment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 6.1.3, 8.1, and 8.3; Annex A 5.7, 5.9, and 5.30
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 4, 5, 6, and 10
NIST AI RMF: Manage
NIST SP 800-53: RA-7, CA-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903603]RISK-05 - Risk Register Management
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk register management.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk register management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 6.1, 7.5, and 8.1; Annex A 5.7 and 5.37
ISO/IEC 42001: Clauses 6.1, 7.5, and 8.2; Annex A Controls 4, 5, and 10
NIST AI RMF: Govern / Measure
NIST SP 800-53: RA-3, PM-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903604]RISK-06 - AI Risk Specific Assessment
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on ai risk specific assessment.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai risk specific assessment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1.2, 8.2, and 9.1; Annex A 5.7, 5.30, and 5.36
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 9.1; Annex A Controls 4, 5, 6, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: RA-3, RA-8
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI risk evaluation rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903605]RISK-07 - Third-Party Risk Management
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on third-party risk management.
Control Statement: The organization shall establish, implement, document, and maintain a control for third-party risk management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 5.19, 5.20, 5.21, and 6.1; Annex A 5.19, 5.20, 5.21, and 5.22
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 4, 5, 6, and 10
NIST AI RMF: Govern / Manage
NIST SP 800-53: SA-9, SR-2, SR-3, SR-6
California Laws: California Civil Code §§1798.100–1798.199; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903606]RISK-08 - Risk Monitoring and Review
Control Type: Directive / Preventive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on risk monitoring and review.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk monitoring and review that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 6.1, 9.1, and 9.3; Annex A 5.7, 5.36, and 5.37
ISO/IEC 42001: Clauses 6.1, 9.1, and 9.3; Annex A Controls 5, 9, and 10
NIST AI RMF: Govern / Measure / Manage
NIST SP 800-53: RA-3, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903607]RISK-09 - Algorithmic Impact Assessment
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on algorithmic impact assessment.
Control Statement: The organization shall establish, implement, document, and maintain a control for algorithmic impact assessment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California automated decision-making, profiling, and algorithmic accountability expectations where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
Completed algorithmic impact assessment
AI risk classification and decision-impact record
Mitigation plan and tracking records
ISO/IEC 27001: Clauses 6.1.2, 8.2, and 9.1; Annex A 5.7, 5.30, and 5.36
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 9.1; Annex A Controls 4, 5, 6, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: RA-8
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking
Testing Procedure: Identify AI systems that materially affect individuals; sample 1-2 systems; verify impact assessment completion before deployment and confirm mitigation tracking.
Maturity Score (0-5): ___
[bookmark: _Toc238903608]RISK-10 - High-Risk User Protection
Control Type: Directive
Control Objective: Ensure risks are identified, assessed, prioritized, treated, and monitored using consistent criteria that include cybersecurity, privacy, and AI-specific harms. This control focuses specifically on high-risk user protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for high-risk user protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Age-Appropriate Design Code Act considerations for minors and harmful design patterns where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the risk activity defined and consistently performed?
Are risks scored, assigned, treated, and tracked?
Are risk decisions reviewed and approved at the appropriate level?
Evidence:
Risk methodology or procedure
Risk register or assessment records
Treatment, acceptance, or monitoring records
ISO/IEC 27001: Clauses 4.2, 6.1, and 8.2; Annex A 5.7, 5.31, and 5.34
ISO/IEC 42001: Clauses 4.2, 6.1, 8.2, and 8.3; Annex A Controls 4, 5, 6, and 8
NIST AI RMF: Govern / Map
California Laws: California Age-Appropriate Design Code Act (CAADCA); Indirectly: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations
Testing Procedure: Review risk methodology; sample 2-3 risk records; verify scoring, ownership, treatment, acceptance, approval, and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903609]RISK-11 - AI Risk Scoring & Classification
Control Type: Directive
Control Objective: Ensure AI system risk is consistently quantified, classified, and used to drive governance decisions, control selection, and approval requirements. This control focuses specifically on standardized risk scoring and classification.
Control Statement: The organization shall establish, implement, document, and maintain a control for AI risk scoring and classification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define scoring criteria, methodology, required outputs (risk tier), review cadence, and records needed to demonstrate consistent application. Risk scores shall be assigned to all AI systems and shall directly inform governance decisions, control requirements, and approval authorities. AI systems shall not progress through lifecycle stages or be deployed without an assigned and approved risk classification.
Audit Questions:
• Is a formal AI risk scoring methodology defined, documented, and approved?
• Are all AI systems assigned a risk score and classification using consistent criteria?
• Do risk classifications drive control requirements, approvals, and lifecycle decisions?
Evidence:
• Documented risk scoring model and methodology
• Completed AI risk assessments with assigned scores and classifications
• System registry or inventory showing risk tiers
• Approval records tied to risk classifications
ISO/IEC 27001: Clauses 6.1.2, 8.2, and 9.1; Annex A 5.7, 5.30, and 5.36
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 9.1; Annex A Controls 4, 5, 6, 8, and 9
NIST AI RMF: Map / Measure
NIST SP 800-53: RA-2
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking
Testing Procedure: Review risk scoring methodology documentation; inspect a sample of AI systems for assigned scores and consistency; verify that risk tiers align to required controls and approval decisions; confirm re-assessment occurs upon system or data changes. Sample shall include at least one High-risk AI system, if present
Maturity Score (0-5): ___
[bookmark: _Toc238903610]AILC - Artificial Intelligence Lifecycle Management Controls
[bookmark: _Toc238903611]AILC-01 - AI Use Case Intake & Approval
Control Type: Directive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on ai use case intake & approval.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai use case intake & approval that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, and 8.2; Annex A 5.8, 5.9, and 5.37
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 4, 5, 6, and 9
NIST AI RMF: Map
NIST SP 800-53: PL-2, SA-2, CA-6
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI intake governance rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903612]AILC-02 - AI System Classification
Control Type: Directive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on ai system classification.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai system classification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, and 8.2; Annex A 5.9, 5.12, and 5.37
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 4, 5, 6, and 9
NIST AI RMF: Map
NIST SP 800-53: RA-2
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI classification rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903613]AILC-03 - Intended Use & Misuse Definition
Control Type: Directive / Preventive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on intended use & misuse definition.
Control Statement: The organization shall establish, implement, document, and maintain a control for intended use & misuse definition that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California AI transparency and automated decision disclosure expectations where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the AI lifecycle activity documented, assigned, and approved?
Is the activity performed before the next lifecycle gate or deployment decision?
Are outcomes reviewed and used to update risk, design, or operational controls?
Evidence:
AI lifecycle procedure or artifact
AI system documentation, approval, or validation record
Monitoring, change, or retirement evidence
ISO/IEC 27001: Clauses 4.2, 6.1, 8.1, and 8.2; Annex A 5.7, 5.9, and 5.31
ISO/IEC 42001: Clauses 4.2, 6.1, 8.2, 8.3, and 8.5; Annex A Controls 4, 5, 6, 8, and 9
NIST AI RMF: Map
NIST SP 800-53: PL-2, PT-2, PT-3
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI use disclosure rulemaking
Testing Procedure: Review lifecycle procedures; sample applicable AI systems; verify the activity occurred at the required lifecycle gate and informed risk or deployment decisions.
Maturity Score (0-5): ___
[bookmark: _Toc238903614]AILC-04 - AI Design & Development Controls
Control Type: Directive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on ai design & development controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai design & development controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 8.1, 8.2, and 8.3; Annex A 5.8, 8.25, 8.27, and 8.28
ISO/IEC 42001: Clauses 8.2, 8.3, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: SA-3, SA-8, SA-11, SA-15
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903615]AILC-05 - Training Data Governance
Control Type: Preventive / Detective
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on training data governance.
Control Statement: The organization shall establish, implement, document, and maintain a control for training data governance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Assembly Bill 2013 AI training data transparency where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
Dataset documentation and lineage records
Data source, license, consent, and rights review records
Data quality, bias, and representativeness reports
ISO/IEC 27001: Clauses 5.12, 5.34, 8.1, and 8.2; Annex A 5.12, 5.34, and 8.10
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 6, 8, 9, and 10
NIST AI RMF: Measure
NIST SP 800-53: PM-23, PT-2, PT-3, SI-12
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); California Assembly Bill 2013 (AB 2013); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample 1-2 datasets used by AI systems; verify source, provenance, rights, quality checks, bias analysis, and California AB 2013 disclosure readiness where applicable.
Maturity Score (0-5): ___
[bookmark: _Toc238903616]AILC-06 - Model Validation Before Deployment
Control Type: Preventive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on model validation before deployment.
Control Statement: The organization shall establish, implement, document, and maintain a control for model validation before deployment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 8.1, 8.2, 8.3, and 9.1; Annex A 5.8, 8.29, and 8.31
ISO/IEC 42001: Clauses 8.2, 8.3, 8.4, 8.5, and 9.1; Annex A Controls 6, 8, 9, and 10
NIST AI RMF: Measure
NIST SP 800-53: SA-11, CA-2, CM-4
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI validation rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903617]AILC-07 - Human Oversight Requirements
Control Type: Preventive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on human oversight requirements.
Control Statement: The organization shall establish, implement, document, and maintain a control for human oversight requirements that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI lifecycle activity documented, assigned, and approved?
Is the activity performed before the next lifecycle gate or deployment decision?
Are outcomes reviewed and used to update risk, design, or operational controls?
Evidence:
AI lifecycle procedure or artifact
AI system documentation, approval, or validation record
Monitoring, change, or retirement evidence
ISO/IEC 27001: Clauses 5.3, 6.1, and 8.1; Annex A 5.2, 5.4, and 5.36
ISO/IEC 42001: Clauses 5.3, 6.1, 8.2, and 8.5; Annex A Controls 2, 4, 5, and 9
NIST AI RMF: Manage
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) human oversight rulemaking
Testing Procedure: Review lifecycle procedures; sample applicable AI systems; verify the activity occurred at the required lifecycle gate and informed risk or deployment decisions.
Maturity Score (0-5): ___
[bookmark: _Toc238903618]AILC-08 - Deployment Authorization & Release Control
Control Type: Detective
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on deployment authorization & release control.
Control Statement: The organization shall establish, implement, document, and maintain a control for deployment authorization & release control that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI lifecycle activity documented, assigned, and approved?
Is the activity performed before the next lifecycle gate or deployment decision?
Are outcomes reviewed and used to update risk, design, or operational controls?
Evidence:
AI lifecycle procedure or artifact
AI system documentation, approval, or validation record
Monitoring, change, or retirement evidence
ISO/IEC 27001: Clauses 6.1, 8.1, and 8.3; Annex A 5.8, 8.32, and 8.33
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 5, 6, 9, and 10
NIST AI RMF: Manage
NIST SP 800-53: CA-6, CM-3
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) deployment governance rulemaking
Testing Procedure: Review lifecycle procedures; sample applicable AI systems; verify the activity occurred at the required lifecycle gate and informed risk or deployment decisions.
Maturity Score (0-5): ___
[bookmark: _Toc238903619]AILC-09 - AI System Monitoring
Control Type: Detective
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on ai system monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai system monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 8.1, 9.1, and 10.1; Annex A 5.7, 5.36, 8.15, and 8.16
ISO/IEC 42001: Clauses 8.5, 9.1, and 10.1; Annex A Controls 8, 9, 10, and 11
NIST AI RMF: Measure
NIST SP 800-53: CA-7, SI-4
California Laws: California Civil Code §1798.81.5(b); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) AI monitoring rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903620]AILC-10 - AI System Retirement & Decommissioning
Control Type: Directive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on ai system retirement & decommissioning.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai system retirement & decommissioning that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, and 8.3; Annex A 5.11, 5.14, and 7.14
ISO/IEC 42001: Clauses 8.5 and 10.2; Annex A Controls 9, 10, and 11
NIST AI RMF: Manage
NIST SP 800-53: MP-6, SR-12
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903621]AILC-11 - Model Explainability & Traceability
Control Type: Corrective / Responsive
Control Objective: Ensure AI systems are governed from initial intake through design, validation, deployment, monitoring, change, and retirement. This control focuses specifically on model explainability & traceability.
Control Statement: The organization shall establish, implement, document, and maintain a control for model explainability & traceability that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 7.5, 8.1, and 9.1; Annex A 5.31, 5.37, and 8.32
ISO/IEC 42001: Clauses 7.5, 8.2, 8.5, and 9.1; Annex A Controls 8, 9, and 10
NIST AI RMF: Measure
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations; Emerging: California Privacy Protection Agency (CPPA) explainability and transparency rulemaking
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903622]ASSET - Asset & Data Management Controls
[bookmark: _Toc238903623]ASSET-01 - Asset Inventory
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on asset inventory.
Control Statement: The organization shall establish, implement, document, and maintain a control for asset inventory that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.9 and 7.5; Annex A 5.9 and 5.11
ISO/IEC 42001: Clauses 7.5 and 8.2; Annex A Controls 5, 6, and 8
NIST AI RMF: Map / Measure
NIST SP 800-53: CM-8, PM-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903624]ASSET-02 - Data Inventory
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data inventory.
Control Statement: The organization shall establish, implement, document, and maintain a control for data inventory that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.9, 5.12, and 7.5; Annex A 5.9, 5.12, and 5.13
ISO/IEC 42001: Clauses 7.5, 8.2, and 8.3; Annex A Controls 5, 6, and 8
NIST AI RMF: Map / Measure
NIST SP 800-53: CM-12, CM-13, PM-5
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903625]ASSET-03 - Data Classification
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data classification.
Control Statement: The organization shall establish, implement, document, and maintain a control for data classification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.12, 5.13, and 5.34; Annex A 5.12, 5.13, and 5.34
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.3; Annex A Controls 5, 6, and 8
NIST AI RMF: Map / Measure
NIST SP 800-53: RA-2, MP-3
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CPRA data minimization and purpose limitation requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903626]ASSET-04 - Data Handling & Protection Requirements
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data handling & protection requirements.
Control Statement: The organization shall establish, implement, document, and maintain a control for data handling & protection requirements that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.12, 5.13, 5.14, and 5.34; Annex A 5.12, 5.13, 5.14, and 5.34
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.3; Annex A Controls 5, 6, 8, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: SI-12, MP-4, MP-5, SC-28
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903627]ASSET-05 - Data Lifecycle Management
Control Type: Directive / Preventive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data lifecycle management.
Control Statement: The organization shall establish, implement, document, and maintain a control for data lifecycle management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.11, 5.12, 5.13, and 5.34; Annex A 5.11, 5.12, 5.13, and 5.34
ISO/IEC 42001: Clauses 7.5, 8.2, 8.3, and 10.2; Annex A Controls 6, 8, 10, and 11
NIST AI RMF: Map / Measure
NIST SP 800-53: SI-12, MP-6
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CPRA retention and deletion requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903628]ASSET-06 - Asset Ownership & Accountability
Control Type: Detective
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on asset ownership & accountability.
Control Statement: The organization shall establish, implement, document, and maintain a control for asset ownership & accountability that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.9, 5.10, and 5.13; Annex A 5.9, 5.10, and 5.13
ISO/IEC 42001: Clauses 5.3, 7.5, and 8.2; Annex A Controls 2, 5, and 6
NIST AI RMF: Map / Measure
NIST SP 800-53: CM-8
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903629]ASSET-07 - Acceptable Use of Assets
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on acceptable use of assets.
Control Statement: The organization shall establish, implement, document, and maintain a control for acceptable use of assets that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.10, 5.12, and 6.3; Annex A 5.10 and 5.12
ISO/IEC 42001: Clauses 6.1, 7.3, and 8.2; Annex A Controls 5, 6, and 8
NIST AI RMF: Map / Measure
NIST SP 800-53: PL-4, AC-20
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903630]ASSET-08 - Asset Change Management
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on asset change management.
Control Statement: The organization shall establish, implement, document, and maintain a control for asset change management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 6.3, 8.1, and 8.32; Annex A 5.8, 8.32, and 8.33
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 10.2; Annex A Controls 6, 9, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: CM-3, CM-4, CM-8
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903631]ASSET-09 - Data Lineage & Provenance
Control Type: Directive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data lineage & provenance.
Control Statement: The organization shall establish, implement, document, and maintain a control for data lineage & provenance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 7.5, 8.1, and 8.2; Annex A 5.12, 5.13, and 5.33
ISO/IEC 42001: Clauses 7.5, 8.2, 8.3, and 9.1; Annex A Controls 6, 8, 9, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: SR-4, CM-13
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903632]ASSET-10 - Data Quality & Integrity
Control Type: Preventive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data quality & integrity.
Control Statement: The organization shall establish, implement, document, and maintain a control for data quality & integrity that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 8.1, 8.2, and 9.1; Annex A 5.12, 5.13, and 8.15
ISO/IEC 42001: Clauses 8.2, 8.3, and 9.1; Annex A Controls 6, 8, and 9
NIST AI RMF: Map / Measure
NIST SP 800-53: SI-7, SI-18, PM-22
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903633]ASSET-11 - Data Minimization & Purpose Limitation
Control Type: Directive / Detective
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data minimization & purpose limitation.
Control Statement: The organization shall establish, implement, document, and maintain a control for data minimization & purpose limitation that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 4.2, 5.12, and 5.34; Annex A 5.12, 5.13, and 5.34
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.3; Annex A Controls 6, 8, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: PT-2, PT-3, PM-25, SI-12
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CPRA data minimization and purpose limitation requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903634]ASSET-12 - Data Sharing & External Transfer
Control Type: Directive / Preventive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on data sharing & external transfer.
Control Statement: The organization shall establish, implement, document, and maintain a control for data sharing & external transfer that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.14, 5.19, 5.20, and 5.21; Annex A 5.14, 5.19, 5.20, and 5.21
ISO/IEC 42001: Clauses 6.1, 8.2, 8.3, and 8.5; Annex A Controls 6, 8, 9, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: AC-21, CA-3, SC-8
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA data sharing restrictions; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903635]ASSET-13 - Asset Protection Requirements Definition
Control Type: Directive / Preventive
Control Objective: Ensure assets, data, AI components, and supporting resources are inventoried, classified, owned, protected, and managed throughout their lifecycle. This control focuses specifically on asset protection requirements definition.
Control Statement: The organization shall establish, implement, document, and maintain a control for asset protection requirements definition that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are applicable assets or data elements inventoried and classified?
Are owners and protection requirements assigned?
Are asset or data records maintained and reviewed?
Evidence:
Asset or data inventory
Classification, ownership, or protection records
Retention, transfer, disposal, or lifecycle records
ISO/IEC 27001: Clauses 5.9, 5.12, 6.1, and 8.1; Annex A 5.9, 5.12, 5.13, and 5.14
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.3; Annex A Controls 5, 6, 8, and 10
NIST AI RMF: Map / Measure
NIST SP 800-53: PL-2, RA-2, SA-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review inventory and classification records; sample 3 assets or datasets; verify ownership, protection requirements, lifecycle status, and update cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903636]IAM - Identity & Access Management Controls
[bookmark: _Toc238903637]IAM-01 - Identity Inventory
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on identity inventory.
Control Statement: The organization shall establish, implement, document, and maintain a control for identity inventory that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.16, and 5.18; Annex A 5.15, 5.16, and 5.18
ISO/IEC 42001: Clauses 7.5, 8.2, and 8.3; Annex A Controls 5, 6, and 8
NIST AI RMF: Manage
NIST SP 800-53: AC-2, IA-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903638]IAM-02 - Identity Lifecycle Management
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on identity lifecycle management.
Control Statement: The organization shall establish, implement, document, and maintain a control for identity lifecycle management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.16, 5.18, and 6.3; Annex A 5.16, 5.18, and 5.20
ISO/IEC 42001: Clauses 6.1, 7.5, and 8.2; Annex A Controls 5, 6, and 8
NIST AI RMF: Manage
NIST SP 800-53: AC-2, IA-4, PS-4, PS-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903639]IAM-03 - Authentication Controls
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on authentication controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for authentication controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.17 and 8.1; Annex A 5.17 and 8.5
ISO/IEC 42001: Clauses 8.2 and 8.5; Annex A Controls 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IA-2, IA-5, IA-8
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903640]IAM-04 - Authorization & Access Control
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on authorization & access control.
Control Statement: The organization shall establish, implement, document, and maintain a control for authorization & access control that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.16, 5.18, and 8.2; Annex A 5.15, 5.16, 5.18, and 8.3
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: AC-3, AC-6
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA access restriction requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903641]IAM-05 - Privileged Access Management
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on privileged access management.
Control Statement: The organization shall establish, implement, document, and maintain a control for privileged access management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: AC-2, AC-6, IA-2
California Laws: CCPA; CPRA; CCPA/CPRA access restriction requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903642]IAM-06 - Access Review & Recertification
Control Type: Directive / Detective
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on access review & recertification.
Control Statement: The organization shall establish, implement, document, and maintain a control for access review & recertification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.16, 5.18, 5.23, and 8.2; Annex A 5.15, 5.16, 5.18, 5.23, and 8.2
ISO/IEC 42001: Clauses 6.1, 8.2, and 9.1; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: AC-2, AC-6
California Laws: CCPA; CPRA; CCPA/CPRA access governance and least-privilege expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903643]IAM-07 - Segregation of Duties
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on segregation of duties.
Control Statement: The organization shall establish, implement, document, and maintain a control for segregation of duties that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.3, 5.15, 5.16, 5.18, and 8.2; Annex A 5.3, 5.15, 5.16, 5.18, and 8.2
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, and 8
NIST AI RMF: Govern
NIST SP 800-53: AC-5
California Laws: California State Administrative Manual (SAM); CCPA; CPRA; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903644]IAM-08 - Remote Access Control
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on remote access control.
Control Statement: The organization shall establish, implement, document, and maintain a control for remote access control that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5; Annex A 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Protect
NIST SP 800-53: AC-17
California Laws: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) remote access guidance
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903645]IAM-09 - Third-Party Access Control
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on third-party access control.
Control Statement: The organization shall establish, implement, document, and maintain a control for third-party access control that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18; Annex A 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.2; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: AC-20, PS-7, SA-9
California Laws: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor safeguarding expectations under §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903646]IAM-10 - Identity Federation & SSO
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on identity federation & sso.
Control Statement: The organization shall establish, implement, document, and maintain a control for identity federation & sso that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.16, 5.17, 5.18, 5.23, and 8.5; Annex A 5.16, 5.17, 5.18, 5.23, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Protect
NIST SP 800-53: IA-2, IA-8
California Laws: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) authentication guidance
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903647]IAM-11 - Credential Management
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on credential management.
Control Statement: The organization shall establish, implement, document, and maintain a control for credential management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.16, 5.17, 5.18, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.2, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Protect
NIST SP 800-53: IA-5
California Laws: CCPA; CPRA; California Civil Code §1798.81.5(b); credential protection and authentication safeguard expectations
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903648]IAM-12 - Service & Machine Identity Management
Control Type: Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on service & machine identity management.
Control Statement: The organization shall establish, implement, document, and maintain a control for service & machine identity management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 8.9; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IA-9, IA-4
California Laws: CCPA; CPRA; California Civil Code §1798.81.5(b); indirect applicability through automated system and service account protections
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903649]IAM-13 - Zero Trust Alignment
Control Type: Directive / Preventive
Control Objective: Ensure identities and access privileges are controlled, reviewed, and aligned with least privilege, business need, and risk. This control focuses specifically on zero trust alignment.
Control Statement: The organization shall establish, implement, document, and maintain a control for zero trust alignment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are identity and access requirements defined and enforced?
Are access decisions based on least privilege and business need?
Are access records reviewed and remediated?
Evidence:
Identity or access inventory
Access approvals, reviews, or recertification records
Authentication, authorization, or privileged access logs
ISO/IEC 27001: Clauses 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: AC-3, AC-6
California Laws: California State Administrative Manual (SAM); California Zero Trust Strategy guidance; CCPA; CPRA; California Civil Code §1798.81.5(b)
Testing Procedure: Review access procedures; sample 3 identities or access grants; verify approval, least privilege, review, remediation, and logging evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903650]PROTECT - Security Protection Controls
[bookmark: _Toc238903651]PROTECT-01 - Cryptographic Controls
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on cryptographic controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for cryptographic controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.24
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SC-8, SC-13, SC-28
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903652]PROTECT-02 - Key Management
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on key management.
Control Statement: The organization shall establish, implement, document, and maintain a control for key management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.24
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SC-12
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903653]PROTECT-03 - Secure Configuration Management
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on secure configuration management.
Control Statement: The organization shall establish, implement, document, and maintain a control for secure configuration management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1, 8.1, and 8.5; Annex A 8.9
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: CM-2, CM-6, CM-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903654]PROTECT-04 - Vulnerability Management
Control Type: Preventive / Detective
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on vulnerability management.
Control Statement: The organization shall establish, implement, document, and maintain a control for vulnerability management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1, 8.1, and 9.1; Annex A 8.8
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: RA-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903655]PROTECT-05 - Patch Management
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on patch management.
Control Statement: The organization shall establish, implement, document, and maintain a control for patch management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.8, 8.9, and 8.19
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SI-2
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903656]PROTECT-06 - Malware Protection
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on malware protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for malware protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.7
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SI-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903657]PROTECT-07 - Network Security Controls
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on network security controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for network security controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.20, 8.21, and 8.22
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SC-7, AC-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903658]PROTECT-08 - Endpoint Security
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on endpoint security.
Control Statement: The organization shall establish, implement, document, and maintain a control for endpoint security that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.1, 8.7, 8.8, 8.9, and 8.19
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CM-6, SI-3, SI-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903659]PROTECT-09 - Data Loss Prevention
Control Type: Preventive / Detective
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on data loss prevention.
Control Statement: The organization shall establish, implement, document, and maintain a control for data loss prevention that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 5.14, 8.10, 8.11, and 8.12
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: AC-4, SC-7, SI-4
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA data protection requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903660]PROTECT-10 - Secure Development Practices
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on secure development practices.
Control Statement: The organization shall establish, implement, document, and maintain a control for secure development practices that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SA-3, SA-8, SA-11, SA-15
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903661]PROTECT-11 - Change Management
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on change management.
Control Statement: The organization shall establish, implement, document, and maintain a control for change management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.32
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CM-3, CM-4, CM-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903662]PROTECT-12 - Backup Protection
Control Type: Corrective / Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on backup protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for backup protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.13
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-9
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903663]PROTECT-13 - Data Masking & Anonymization
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on data masking & anonymization.
Control Statement: The organization shall establish, implement, document, and maintain a control for data masking & anonymization that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.10, 8.11, and 8.12
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SI-19, PM-25
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CPRA anonymization and de-identification requirements; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903664]PROTECT-14 - Security Awareness & Training
Control Type: Directive / Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on security awareness & training.
Control Statement: The organization shall establish, implement, document, and maintain a control for security awareness & training that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 7.2 and 7.3; Annex A 6.3
ISO/IEC 42001: Clauses 7.2, 7.3, and 8.2; Annex A Controls 4, 6, and 8
NIST AI RMF: Govern / Manage
NIST SP 800-53: AT-2, AT-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903665]PROTECT-15 - Application Security Controls
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on application security controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for application security controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SA-11, SI-10, SI-11
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903666]PROTECT-16 - AI Model Protection
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on ai model protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai model protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 5.12, 5.15, 8.9, 8.12, 8.24, and 8.25
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: AC-3, AC-6, SC-28
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903667]PROTECT-17 - API & Interface Security
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on api & interface security.
Control Statement: The organization shall establish, implement, document, and maintain a control for api & interface security that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.20, 8.21, 8.22, 8.25, 8.26, and 8.28
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: AC-3, SC-8, SI-10
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903668]PROTECT-18 - Configuration Drift & Compliance Monitoring
Control Type: Detective / Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on configuration drift & compliance monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for configuration drift & compliance monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 8.9, 8.16, and 8.17
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: CM-6, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903669]PROTECT-19 - Data Integrity Protection
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on data integrity protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for data integrity protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 5.33, 8.13, 8.24, and 8.30
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SI-7, SC-8
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA data integrity and safeguarding expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903670]PROTECT-20 - Secure Disposal of Data & Assets
Control Type: Corrective / Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on secure disposal of data & assets.
Control Statement: The organization shall establish, implement, document, and maintain a control for secure disposal of data & assets that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the protective control documented and implemented?
Are configurations, safeguards, or procedures enforced consistently?
Are exceptions, failures, or deviations tracked and remediated?
Evidence:
Policy, standard, or baseline
Configuration evidence, scan results, or control output
Exception, test, or remediation records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 7.10, 7.14, 8.10, and 8.11
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: MP-6, SR-12
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA disposal and retention safeguard expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review the applicable control standard; inspect representative configurations or procedures; sample evidence for enforcement, exceptions, testing, and remediation.
Maturity Score (0-5): ___
[bookmark: _Toc238903671]PROTECT-21 - Adversarial ML Protection
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on adversarial ml protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for adversarial ml protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.8, 8.9, 8.25, 8.28, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Measure / Manage
California Laws: Emerging: CPRA ADMT regulations; Emerging: California GenAI risk management guidance; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903672]PROTECT-22 - Prompt Injection & Input Security
Control Type: Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on prompt injection & input security.
Control Statement: The organization shall establish, implement, document, and maintain a control for prompt injection & input security that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
Prompt and input validation rules
Prompt injection or adversarial test results
Monitoring logs for suspicious inputs or blocked attempts
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.20, 8.25, 8.26, 8.28, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: SI-10
California Laws: Emerging: CPRA ADMT regulations; Emerging: California GenAI application security guidance; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review prompt/input security requirements; execute benign and adversarial prompt scenarios; verify blocking, sanitization, logging, escalation, and remediation evidence.
Maturity Score (0-5): ___
[bookmark: _Toc238903673]PROTECT-23 - AI Supply Chain Security
Control Type: Directive / Preventive
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on ai supply chain security.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai supply chain security that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 5.19, 5.20, 5.21, 5.22, 6.1, and 8.1; Annex A 5.19, 5.20, 5.21, 5.22, 8.25, and 8.30
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: SR-2, SR-3, SR-4, SR-5
California Laws: Emerging: CPRA ADMT regulations; Emerging: California AI supply chain governance considerations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903674]PROTECT-24 - AI Output Safety Controls
Control Type: Preventive / Detective
Control Objective: Ensure preventive controls reduce the likelihood and impact of compromise, data exposure, model manipulation, and unauthorized system use. This control focuses specifically on ai output safety controls.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai output safety controls that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, and 9.1; Annex A 5.12, 5.14, 8.12, 8.16, 8.25, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: SI-15
California Laws: Emerging: CPRA ADMT regulations; Emerging: California AI supply chain governance considerations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903675]DETECT - Monitoring & Detection Controls
[bookmark: _Toc238903676]DETECT-01 - Logging & Event Generation
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on logging & event generation.
Control Statement: The organization shall establish, implement, document, and maintain a control for logging & event generation that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-2, AU-3, AU-12
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903677]DETECT-02 - Centralized Log Management
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on centralized log management.
Control Statement: The organization shall establish, implement, document, and maintain a control for centralized log management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-4, AU-6, AU-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903678]DETECT-03 - Continuous Monitoring
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on continuous monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for continuous monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1, 9.1, and 10.1; Annex A 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: CA-7, SI-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903679]DETECT-04 - Endpoint Detection & Response
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on endpoint detection & response.
Control Statement: The organization shall establish, implement, document, and maintain a control for endpoint detection & response that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.7, 8.8, 8.15, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: SI-3, SI-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903680]DETECT-05 - Network Monitoring
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on network monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for network monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.20, 8.21, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: SI-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903681]DETECT-06 - User & Entity Behavior Analytics
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on user & entity behavior analytics.
Control Statement: The organization shall establish, implement, document, and maintain a control for user & entity behavior analytics that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 5.15, 5.16, 8.15, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, 8.7, and 9.1; Annex A Controls 5, 7, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: AC-2, AU-6, SI-4
California Laws: Emerging: CPRA ADMT regulations; Emerging: behavioral monitoring and profiling considerations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903682]DETECT-07 - Threat Intelligence Integration
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on threat intelligence integration.
Control Statement: The organization shall establish, implement, document, and maintain a control for threat intelligence integration that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 5.7, 8.1, and 9.1; Annex A 5.7 and 8.16
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: PM-16, SI-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903683]DETECT-08 - Alerting & Escalation
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on alerting & escalation.
Control Statement: The organization shall establish, implement, document, and maintain a control for alerting & escalation that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 5.24, 5.25, 5.26, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-6, SI-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903684]DETECT-09 - Detection Rule Management
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on detection rule management.
Control Statement: The organization shall establish, implement, document, and maintain a control for detection rule management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1, 9.1, and 10.1; Annex A 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: SI-4
California Laws: Not Applicable
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903685]DETECT-10 - AI Model Monitoring
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on ai model monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai model monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.16, 8.17, and 8.23
ISO/IEC 42001: Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: CA-7, SI-4
California Laws: Emerging: CPRA ADMT regulations; Emerging: AI monitoring and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903686]DETECT-11 - Data Access Monitoring
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on data access monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for data access monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 5.15, 5.18, 8.15, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-2, AU-6
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA access monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903687]DETECT-12 - Security Event Classification
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on security event classification.
Control Statement: The organization shall establish, implement, document, and maintain a control for security event classification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 5.24, 5.25, 5.26, 8.16, and 9.1
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-6, IR-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903688]DETECT-13 - Detection Coverage & Gaps Analysis
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on detection coverage & gaps analysis.
Control Statement: The organization shall establish, implement, document, and maintain a control for detection coverage & gaps analysis that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 9.1 and 10.1; Annex A 8.16 and 8.17
ISO/IEC 42001: Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: CA-2, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903689]DETECT-14 - Log Integrity & Protection
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on log integrity & protection.
Control Statement: The organization shall establish, implement, document, and maintain a control for log integrity & protection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 9.1; Annex A 8.15, 8.16, and 8.24
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-9
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA integrity and safeguarding expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903690]DETECT-15 - Time Synchronization
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on time synchronization.
Control Statement: The organization shall establish, implement, document, and maintain a control for time synchronization that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are monitoring and detection requirements defined?
Are logs, alerts, analytics, or dashboards generated and reviewed?
Are detection gaps tracked and remediated?
Evidence:
Logging, monitoring, or alerting configuration
Alert, dashboard, or event records
Investigation, tuning, or gap remediation records
ISO/IEC 27001: Clauses 8.1 and 8.15; Annex A 8.17
ISO/IEC 42001: Clauses 8.2 and 8.5; Annex A Controls 8 and 9
NIST AI RMF: Measure
NIST SP 800-53: AU-8, SC-45
California Laws: Not Applicable
Testing Procedure: Review monitoring requirements; inspect log, alert, or analytic configurations; sample alerts or logs to verify review, investigation, and tuning.
Maturity Score (0-5): ___
[bookmark: _Toc238903691]DETECT-16 - AI Abuse & Misuse Detection
Control Type: Detective
Control Objective: Ensure events, anomalies, misuse, drift, and security-relevant activity are observable, logged, analyzed, and escalated. This control focuses specifically on ai abuse & misuse detection.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai abuse & misuse detection that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 8.1, 8.16, and 9.1; Annex A 8.16, 8.23, and 8.28
ISO/IEC 42001: Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: SI-4
California Laws: Emerging: CPRA ADMT regulations; Emerging: AI misuse and abuse detection considerations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903692]RESPOND - Incident Response Controls
[bookmark: _Toc238903693]RESPOND-01 - Incident Response Framework
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident response framework.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident response framework that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, and 5.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-1, IR-8
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903694]RESPOND-02 - Incident Identification & Reporting
Control Type: Detective / Corrective
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident identification & reporting.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident identification & reporting that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, and 5.26
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4, IR-6
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903695]RESPOND-03 - Incident Triage & Classification
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident triage & classification.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident triage & classification that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, and 5.28
ISO/IEC 42001: Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4, IR-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903696]RESPOND-04 - Incident Containment
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident containment.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident containment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, and 8.7
ISO/IEC 42001: Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903697]RESPOND-05 - Incident Eradication
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident eradication.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident eradication that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 8.7, and 8.8
ISO/IEC 42001: Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903698]RESPOND-06 - Incident Recovery Coordination
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident recovery coordination.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident recovery coordination that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 5.29, 5.30, and 8.13
ISO/IEC 42001: Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4, CP-10
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903699]RESPOND-07 - Incident Communication
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident communication.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident communication that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
ISO/IEC 42001: Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-6
California Laws: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903700]RESPOND-08 - Regulatory & Legal Reporting
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on regulatory & legal reporting.
Control Statement: The organization shall establish, implement, document, and maintain a control for regulatory & legal reporting that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Civil Code Section 1798.82 breach notification requirements where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.31, 5.34, 5.24, 5.26, and 5.28
ISO/IEC 42001: Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-6, IR-8
California Laws: California Civil Code §1798.82; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); breach notification and regulatory reporting requirements
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903701]RESPOND-09 - Incident Documentation & Case Management
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident documentation & case management.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident documentation & case management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 7.5, 8.1, 9.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
ISO/IEC 42001: Clauses 7.5, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-5
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903702]RESPOND-10 - Post-Incident Analysis
Control Type: Corrective / Detective
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on post-incident analysis.
Control Statement: The organization shall establish, implement, document, and maintain a control for post-incident analysis that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 9.1, 10.1, and 10.2; Annex A 5.27 and 5.29
ISO/IEC 42001: Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: IR-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903703]RESPOND-11 - Incident Response Testing & Exercises
Control Type: Corrective / Preventive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on incident response testing & exercises.
Control Statement: The organization shall establish, implement, document, and maintain a control for incident response testing & exercises that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.24, 5.29, 5.30, and 6.3
ISO/IEC 42001: Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: IR-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903704]RESPOND-12 - Third-Party Incident Coordination
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on third-party incident coordination.
Control Statement: The organization shall establish, implement, document, and maintain a control for third-party incident coordination that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are response procedures documented and communicated?
Are incidents tracked from identification through closure?
Are communications, reporting, and lessons learned documented?
Evidence:
Incident response plan or procedure
Incident tickets, case files, or action logs
Notification, communication, reporting, or lessons learned records
ISO/IEC 27001: Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.24, 5.26, and 5.28
ISO/IEC 42001: Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-6, SR-8
California Laws: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor incident coordination expectations under §1798.81.5(b)
Testing Procedure: Review response procedure; sample recent incidents or exercises; verify classification, actions, communication, reporting, closure, and lessons learned.
Maturity Score (0-5): ___
[bookmark: _Toc238903705]RESPOND-13 - AI Incident Handling
Control Type: Corrective / Responsive
Control Objective: Ensure incidents are identified, classified, contained, communicated, reported, and resolved with lessons learned captured. This control focuses specifically on ai incident handling.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai incident handling that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, 8.16, 8.23, and 8.28
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4, IR-8
California Laws: Emerging: CPRA ADMT regulations; Emerging: AI incident response and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903706]RECOVER - Recovery & Resilience Controls
[bookmark: _Toc238903707]RECOVER-01 - Business Continuity Framework
Control Type: Directive / Corrective
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on business continuity framework.
Control Statement: The organization shall establish, implement, document, and maintain a control for business continuity framework that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, and 8.14
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: CP-1, CP-2
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903708]RECOVER-02 - Disaster Recovery Planning
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on disaster recovery planning.
Control Statement: The organization shall establish, implement, document, and maintain a control for disaster recovery planning that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, and 8.14
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-2, CP-6, CP-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903709]RECOVER-03 - Backup & Restoration
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on backup & restoration.
Control Statement: The organization shall establish, implement, document, and maintain a control for backup & restoration that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1, 8.1, and 9.1; Annex A 8.13, 8.14, and 5.30
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-9, CP-10
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903710]RECOVER-04 - Recovery Objectives
Control Type: Directive / Corrective
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on recovery objectives.
Control Statement: The organization shall establish, implement, document, and maintain a control for recovery objectives that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1, 8.1, and 9.1; Annex A 5.29, 5.30, 8.13, and 8.14
ISO/IEC 42001: Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: CP-2
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903711]RECOVER-05 - Recovery Testing & Exercises
Control Type: Corrective / Detective
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on recovery testing & exercises.
Control Statement: The organization shall establish, implement, document, and maintain a control for recovery testing & exercises that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 6.3, 8.13, and 8.14
ISO/IEC 42001: Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: CP-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903712]RECOVER-06 - Alternate Processing & Redundancy
Control Type: Corrective / Preventive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on alternate processing & redundancy.
Control Statement: The organization shall establish, implement, document, and maintain a control for alternate processing & redundancy that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1 and 8.1; Annex A 8.14
ISO/IEC 42001: Clauses 6.1, 8.2, and 8.5; Annex A Controls 8 and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-6, CP-7, CP-8
California Laws: Not Applicable
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903713]RECOVER-07 - Crisis Management & Coordination
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on crisis management & coordination.
Control Statement: The organization shall establish, implement, document, and maintain a control for crisis management & coordination that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 6.1, 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
ISO/IEC 42001: Clauses 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-2
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903714]RECOVER-08 - Communication During Recovery
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on communication during recovery.
Control Statement: The organization shall establish, implement, document, and maintain a control for communication during recovery that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
ISO/IEC 42001: Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-2
California Laws: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903715]RECOVER-09 - Third-Party Recovery Dependencies
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on third-party recovery dependencies.
Control Statement: The organization shall establish, implement, document, and maintain a control for third-party recovery dependencies that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 4.2, 6.1, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.29, and 5.30
ISO/IEC 42001: Clauses 4.2, 6.1, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: SA-9, CP-8, SR-2
California Laws: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor recovery dependency expectations under §1798.81.5(b)
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903716]RECOVER-10 - AI System Recovery
Control Type: Corrective / Responsive
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on ai system recovery.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai system recovery that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, 8.14, 8.16, 8.23, and 8.28
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CP-2, CP-10
California Laws: Emerging: CPRA ADMT regulations; Emerging: AI recovery and automated decision-making continuity; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903717]RECOVER-11 - Recovery Validation & Assurance
Control Type: Corrective / Detective
Control Objective: Ensure critical services, systems, data, and AI capabilities can be restored securely and validated after disruption. This control focuses specifically on recovery validation & assurance.
Control Statement: The organization shall establish, implement, document, and maintain a control for recovery validation & assurance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are recovery requirements documented and assigned?
Are recovery capabilities tested or validated?
Are recovery gaps tracked to closure?
Evidence:
BCP, DR, or recovery plan
Backup, restoration, failover, or exercise results
Validation, return-to-service, or approval records
ISO/IEC 27001: Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 5.29, 5.30, 8.13, 8.14, and 8.16
ISO/IEC 42001: Clauses 8.2, 8.5, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: CP-4, CP-10
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review recovery plans; sample critical systems or AI services; verify tested recovery capability, results, gaps, validation, and approvals.
Maturity Score (0-5): ___
[bookmark: _Toc238903718]IMPROVE - Continuous Improvement Controls
[bookmark: _Toc238903719]IMPROVE-01 - Continuous Improvement Program
Control Type: Directive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on continuous improvement program.
Control Statement: The organization shall establish, implement, document, and maintain a control for continuous improvement program that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 10.1, and 10.2
ISO/IEC 42001: Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: CA-7, PM-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903720]IMPROVE-02 - Corrective Action Management
Control Type: Corrective / Responsive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on corrective action management.
Control Statement: The organization shall establish, implement, document, and maintain a control for corrective action management that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 10.1, and 10.2
ISO/IEC 42001: Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CA-5, PM-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903721]IMPROVE-03 - Metrics, KPIs, and Effectiveness Measurement
Control Type: Directive / Detective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on metrics, kpis, and effectiveness measurement.
Control Statement: The organization shall establish, implement, document, and maintain a control for metrics, kpis, and effectiveness measurement that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 9.2, and 9.3
ISO/IEC 42001: Clauses 9.1, 9.2, and 9.3; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure
NIST SP 800-53: PM-6
California Laws: Not Applicable
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903722]IMPROVE-04 - Internal Audit & Assurance
Control Type: Directive / Detective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on internal audit & assurance.
Control Statement: The organization shall establish, implement, document, and maintain a control for internal audit & assurance that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 9.2, 9.3, and 10.1
ISO/IEC 42001: Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: CA-2, CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903723]IMPROVE-05 - External Audit & Independent Assessment
Control Type: Directive / Detective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on external audit & independent assessment.
Control Statement: The organization shall establish, implement, document, and maintain a control for external audit & independent assessment that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 9.2, 9.3, and 10.1
ISO/IEC 42001: Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern
NIST SP 800-53: CA-2
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903724]IMPROVE-06 - Lessons Learned Integration
Control Type: Corrective / Responsive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on lessons learned integration.
Control Statement: The organization shall establish, implement, document, and maintain a control for lessons learned integration that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 10.1, and 10.2; Annex A 5.27
ISO/IEC 42001: Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: IR-4, CP-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903725]IMPROVE-07 - Control Optimization & Maturity Advancement
Control Type: Corrective / Preventive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on control optimization & maturity advancement.
Control Statement: The organization shall establish, implement, document, and maintain a control for control optimization & maturity advancement that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 9.1, 10.1, and 10.2
ISO/IEC 42001: Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Manage
NIST SP 800-53: CA-7
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903726]IMPROVE-08 - Change Validation & Post-Implementation Review
Control Type: Corrective / Detective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on change validation & post-implementation review.
Control Statement: The organization shall establish, implement, document, and maintain a control for change validation & post-implementation review that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 8.32
ISO/IEC 42001: Clauses 8.2, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Measure / Manage
NIST SP 800-53: CM-3, CM-4
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903727]IMPROVE-09 - Risk Feedback Loop Integration
Control Type: Directive / Corrective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on risk feedback loop integration.
Control Statement: The organization shall establish, implement, document, and maintain a control for risk feedback loop integration that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 6.1, 9.1, 10.1, and 10.2
ISO/IEC 42001: Clauses 6.1, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: RA-3, CA-7
California Laws: Not Applicable
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903728]IMPROVE-10 - Training & Awareness Improvement
Control Type: Directive / Preventive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on training & awareness improvement.
Control Statement: The organization shall establish, implement, document, and maintain a control for training & awareness improvement that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 7.2, 7.3, 9.1, and 10.1; Annex A 6.3
ISO/IEC 42001: Clauses 7.2, 7.3, 9.1, and 10.1; Annex A Controls 4, 6, 8, and 9
NIST AI RMF: Govern / Manage
NIST SP 800-53: AT-2, AT-3
California Laws: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___
[bookmark: _Toc238903729]IMPROVE-11 - AI Model Lifecycle Improvement
Control Type: Corrective / Preventive
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on ai model lifecycle improvement.
Control Statement: The organization shall establish, implement, document, and maintain a control for ai model lifecycle improvement that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation.
Audit Questions:
Is the AI-specific requirement formally documented, assigned, and approved?
Is the requirement implemented for applicable AI systems, models, datasets, prompts, or interfaces?
Are results monitored, reviewed, and improved based on risk and observed performance?
Evidence:
AI system or model documentation
Validation, monitoring, or test reports
Approval, access, change, or incident records
ISO/IEC 27001: Clauses 6.1, 8.1, 9.1, 10.1, and 10.2; Annex A 8.25, 8.28, and 8.29
ISO/IEC 42001: Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 7, 8, and 9
NIST AI RMF: Measure / Manage
California Laws: Emerging: CPRA ADMT regulations; Emerging: AI lifecycle improvement and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Sample applicable AI systems; review documentation, approvals, validation, monitoring, access, change, and risk records; verify implementation and review cadence.
Maturity Score (0-5): ___
[bookmark: _Toc238903730]IMPROVE-12 - Continuous Compliance Monitoring
Control Type: Directive / Detective
Control Objective: Ensure audit findings, incidents, metrics, lessons learned, and stakeholder feedback drive corrective action and maturity advancement. This control focuses specifically on continuous compliance monitoring.
Control Statement: The organization shall establish, implement, document, and maintain a control for continuous compliance monitoring that is proportionate to risk, business impact, data sensitivity, and AI system use. The control shall define ownership, required activities, review cadence, and records needed to demonstrate implementation. The control shall explicitly account for California Consumer Privacy Act (CCPA) and California Privacy Rights Act (CPRA) where the law applies to the organization, data, consumers, AI system, or processing activity.
Audit Questions:
Are improvement activities documented and assigned?
Are findings, metrics, and lessons learned used to drive corrective actions?
Are corrective actions tracked, validated, and closed?
Evidence:
Improvement plan or corrective action log
Audit report, metric report, or lesson learned record
Closure, validation, or management review record
ISO/IEC 27001: Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1
ISO/IEC 42001: Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
NIST AI RMF: Govern / Measure
NIST SP 800-53: CA-7
California Laws: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA compliance monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)
Testing Procedure: Review improvement process; sample findings or metrics; verify corrective actions are assigned, tracked, validated, and closed.
Maturity Score (0-5): ___




















[bookmark: _Toc238903731]Appendix A - Crosswalk Summary
This appendix provides a consolidated traceability view.
	#
	Control ID
	Control Name
	Control Type
	ISO 27001
	ISO 42001
	AI RMF
	NIST SP 800-53
	California Requirements

	1
	GOV-01
	Governance Structure
	Directive
	Clauses 4.2, 5, 7, 9, 10; Annex A 5.1, 5.2, 5.4
	Clauses 4.1, 4.2, 5.1, 5.2, 5.3, 6.1;
Annex A Controls 2, 3, 4, 5
	Govern
	PM-1, PM-2, PM-29
	California Civil Code §1798.81.5(b); 
California Consumer Privacy Act (CCPA); 
California Privacy Rights Act (CPRA); 
Indirectly: California Government Code §11549.3; 
Indirectly: California Government Code §8593.7

	2
	GOV-02
	Roles & Responsibilities
	Directive
	Clauses 5.3 and 7.2;
Annex A 5.2 and 6.3
	Clauses 5.3 and 7.2; 
Annex A Controls 2 and 3
	Govern
	PM-2, PM-29, PS-9
	California Civil Code §1798.81.5(b); 
California Consumer Privacy Act (CCPA); 
California Privacy Rights Act (CPRA); 
Indirectly: California Government Code §11549.3

	3
	GOV-03
	Executive Oversight
	Directive
	Clauses 5.1, 5.2, and 5.3;
Annex A 5.1, 5.2, and 5.4;
	Clauses 5.1, 5.2, and 5.3;
Annex A Controls 2 and 5
	Govern
	PM-1, PM-2, PM-29
	California Reference: California Civil Code §1798.81.5(b);
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	4
	GOV-04
	Policy Framework
	Directive
	Clauses 5.2, 5.3, and 7.5;
Annex A 5.1 and 5.37
	Clauses 5.2, 5.3, and 7.5;
Annex A Controls 2, 3, and 24
	Govern
	PL-1, PM-1; family policy and procedure controls (e.g., AC-1, IR-1, SC-1)
	California Reference: California Civil Code §1798.81.5(b);
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	5
	GOV-05
	Legal & Regulatory Compliance
	Directive
	Clauses 4.2, 5.1, 5.3, and 6.1.3;
Annex A 5.31, 5.34, 5.36, and 5.37
	Clauses 4.2, 5.1, 5.3, 6.1, and 8.2;
Annex A Controls 4, 5, and 10
	Govern
	PM-1, PT-1, SI-12
	California Reference: California Civil Code §1798.81.5(b);
California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3;
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations

	6
	GOV-06
	Risk Appetite & Tolerance
	Directive
	Clauses 5.1, 6.1, and 6.2;
Annex A 5.7 and 5.30
	Clauses 5.1, 6.1, and 6.2;
Annex A Controls 4, 5, and 6
	Govern
	PM-9, PM-28
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	7
	GOV-07
	Ethics & Responsible AI
	Directive
	Clauses 4.1, 4.2, 5.1, and 6.1;
Annex A 5.1, 5.2, and 5.31
	Clauses 4.1, 4.2, 5.1, 5.2, 6.1, and 8.2;
Annex A Controls 1, 2, 3, 4, and 8
	Govern
	–
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Consumer Privacy Act (CCPA);
Indirectly: California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) fairness and bias rulemaking

	8
	GOV-08
	Performance Reporting
	Directive
	Clauses 5.1, 6.2, 9.1, and 9.3;
Annex A 5.4 and 5.7
	Clauses 5.1, 6.2, 9.1, and 9.3;
Annex A Controls 5, 9, and 10
	Govern / Measure
	PM-6, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	9
	GOV-09
	Internal Audit Program
	Directive
	Clauses 9.2 and 9.3;
Annex A 5.35 and 5.36
	Clauses 9.2 and 9.3;
Annex A Controls 5 and 10
	Govern / Measure
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	10
	GOV-10
	Continuous Improvement
	Directive
	Clauses 10.1 and 10.2;
Annex A 5.36 and 5.37
	Clauses 10.1 and 10.2;
Annex A Controls 10 and 11;
	Govern / Manage
	PM-4, CA-5, CA-7
	California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	11
	GOV-11
	Data Subject Rights Management
	Directive
	Clauses 4.2, 5.1, 5.3, and 6.1;
Annex A 5.31, 5.34, and 5.37
	Clauses 4.2, 5.1, 5.3, 6.1, and 8.2;
Annex A Controls 4, 8, and 10
	Govern / Manage
	PT-4, PT-5, PM-22, SI-18
	California Reference: California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	12
	GOV-12
	AI Transparency & Disclosure
	Directive
	Clauses 4.2, 5.1, 5.3, and 7.4;
Annex A 5.31, 5.34, and 5.37
	Clauses 4.2, 5.1, 5.3, 7.4, and 8.2;
Annex A Controls 8, 9, and 10
	Govern / Map
	PM-20, PT-5
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) transparency and disclosure rulemaking

	13
	GOV-13
	AI Decision Accountability
	Directive
	Clauses 5.1, 5.3, 6.1, and 8.1;
Annex A 5.2, 5.4, and 5.31
	Clauses 5.1, 5.3, 6.1, 8.2, and 8.3;
Annex A Controls 2, 4, 5, and 9
	Govern / Manage
	PM-2, CA-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI accountability rulemaking

	14
	RISK-01
	Risk Management Framework
	Directive
	Clauses 5.1, 6.1, and 6.2;
Annex A 5.7 and 5.30
	Clauses 5.1, 6.1, 6.2, and 8.2;
Annex A Controls 4, 5, 6, and 10
	Govern
	PM-9, PM-28, RA-1
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	15
	RISK-02
	Risk Identification
	Directive
	Clauses 6.1.2 and 8.2;
Annex A 5.7 and 5.9


	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 4, 5, and 6
	Map
	RA-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	16
	RISK-03
	Risk Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7 and 5.9
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, and 9
	Measure
	RA-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	17
	RISK-04
	Risk Treatment
	Directive
	Clauses 6.1.3, 8.1, and 8.3;
Annex A 5.7, 5.9, and 5.30
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 10
	Manage
	RA-7, CA-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	18
	RISK-05
	Risk Register Management
	Directive
	Clauses 6.1, 7.5, and 8.1;
Annex A 5.7 and 5.37
	Clauses 6.1, 7.5, and 8.2;
Annex A Controls 4, 5, and 10
	Govern / Measure
	RA-3, PM-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	19
	RISK-06
	AI Risk Specific Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Measure
	RA-3, RA-8
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk evaluation rulemaking

	20
	RISK-07
	Third-Party Risk Management
	Directive
	Clauses 5.19, 5.20, 5.21, and 6.1;
Annex A 5.19, 5.20, 5.21, and 5.22
	Clauses 6.1, 8.2, and 8.5;
Annex A Controls 4, 5, 6, and 10
	Govern / Manage
	SA-9, SR-2, SR-3, SR-6
	California Reference: California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	21
	RISK-08
	Risk Monitoring and Review
	Directive / Preventive
	Clauses 6.1, 9.1, and 9.3;
Annex A 5.7, 5.36, and 5.37
	Clauses 6.1, 9.1, and 9.3;
Annex A Controls 5, 9, and 10
	Govern / Measure / Manage
	RA-3, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	22
	RISK-09
	Algorithmic Impact Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Measure
	RA-8
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking

	23
	RISK-10
	High-Risk User Protection
	Directive
	Clauses 4.2, 6.1, and 8.2;
Annex A 5.7, 5.31, and 5.34
	Clauses 4.2, 6.1, 8.2, and 8.3;
Annex A Controls 4, 5, 6, and 8
	Govern / Map
	–
	California Reference: California Age-Appropriate Design Code Act (CAADCA);
Indirectly: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations

	24
	RISK-11
	AI Risk Scoring & Classification
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Map / Measure
	RA-2
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking

	25
	AILC-01
	AI Use Case Intake & Approval
	Directive
	Clauses 6.1, 8.1, and 8.2;
Annex A 5.8, 5.9, and 5.37
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 9
	Map
	PL-2, SA-2, CA-6
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI intake governance rulemaking

	26
	AILC-02
	AI System Classification
	Directive
	Clauses 6.1, 8.1, and 8.2;
Annex A 5.9, 5.12, and 5.37
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 9
	Map
	RA-2
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI classification rulemaking

	27
	AILC-03
	Intended Use & Misuse Definition
	Directive / Preventive
	Clauses 4.2, 6.1, 8.1, and 8.2;
Annex A 5.7, 5.9, and 5.31
	Clauses 4.2, 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, 8, and 9
	Map
	PL-2, PT-2, PT-3
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI use disclosure rulemaking

	28
	AILC-04
	AI Design & Development Controls
	Directive
	Clauses 8.1, 8.2, and 8.3;
Annex A 5.8, 8.25, 8.27, and 8.28
	Clauses 8.2, 8.3, 8.4, and 8.5;
Annex A Controls 5, 6, 8, and 9
	Measure
	SA-3, SA-8, SA-11, SA-15
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	29
	AILC-05
	Training Data Governance
	Preventive / Detective
	Clauses 5.12, 5.34, 8.1, and 8.2;
Annex A 5.12, 5.34, and 8.10
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 6, 8, 9, and 10
	Measure
	PM-23, PT-2, PT-3, SI-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
California Assembly Bill 2013 (AB 2013);
Indirectly: California Civil Code §1798.81.5(b)

	30
	AILC-06
	Model Validation Before Deployment
	Preventive
	Clauses 8.1, 8.2, 8.3, and 9.1;
Annex A 5.8, 8.29, and 8.31
	Clauses 8.2, 8.3, 8.4, 8.5, and 9.1;
Annex A Controls 6, 8, 9, and 10
	Measure
	SA-11, CA-2, CM-4
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI validation rulemaking

	31
	AILC-07
	Human Oversight Requirements
	Preventive
	Clauses 5.3, 6.1, and 8.1;
Annex A 5.2, 5.4, and 5.36
	Clauses 5.3, 6.1, 8.2, and 8.5;
Annex A Controls 2, 4, 5, and 9
	Manage
	–
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) human oversight rulemaking

	32
	AILC-08
	Deployment Authorization & Release Control
	Detective
	Clauses 6.1, 8.1, and 8.3;
Annex A 5.8, 8.32, and 8.33
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 5, 6, 9, and 10
	Manage
	CA-6, CM-3
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) deployment governance rulemaking

	33
	AILC-09
	AI System Monitoring
	Detective
	Clauses 8.1, 9.1, and 10.1;
Annex A 5.7, 5.36, 8.15, and 8.16
	Clauses 8.5, 9.1, and 10.1;
Annex A Controls 8, 9, 10, and 11
	Measure
	CA-7, SI-4
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI monitoring rulemaking

	34
	AILC-10
	AI System Retirement & Decommissioning
	Directive
	Clauses 6.1, 8.1, and 8.3;
Annex A 5.11, 5.14, and 7.14
	Clauses 8.5 and 10.2;
Annex A Controls 9, 10, and 11
	Manage
	MP-6, SR-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	35
	AILC-11
	Model Explainability & Traceability
	Corrective / Responsive
	Clauses 7.5, 8.1, and 9.1;
Annex A 5.31, 5.37, and 8.32
	Clauses 7.5, 8.2, 8.5, and 9.1;
Annex A Controls 8, 9, and 10
	Measure
	–
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) explainability and transparency rulemaking

	36
	ASSET-01
	Asset Inventory
	Directive
	Clauses 5.9 and 7.5;
Annex A 5.9 and 5.11
	Clauses 7.5 and 8.2;
Annex A Controls 5, 6, and 8
	Map / Measure
	CM-8, PM-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	37
	ASSET-02
	Data Inventory
	Directive
	Clauses 5.9, 5.12, and 7.5;
Annex A 5.9, 5.12, and 5.13
	Clauses 7.5, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Map / Measure
	CM-12, CM-13, PM-5
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	38
	ASSET-03
	Data Classification
	Directive
	Clauses 5.12, 5.13, and 5.34;
Annex A 5.12, 5.13, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Map / Measure
	RA-2, MP-3
	alifornia Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA data minimization and purpose limitation requirements;
Indirectly: California Civil Code §1798.81.5(b)

	39
	ASSET-04
	Data Handling & Protection Requirements
	Directive
	Clauses 5.12, 5.13, 5.14, and 5.34;
Annex A 5.12, 5.13, 5.14, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, 8, and 10
	Map / Measure
	SI-12, MP-4, MP-5, SC-28
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	40
	ASSET-05
	Data Lifecycle Management
	Directive / Preventive
	Clauses 5.11, 5.12, 5.13, and 5.34;
Annex A 5.11, 5.12, 5.13, and 5.34
	Clauses 7.5, 8.2, 8.3, and 10.2;
Annex A Controls 6, 8, 10, and 11
	Map / Measure
	SI-12, MP-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA retention and deletion requirements;
Indirectly: California Civil Code §1798.81.5(b)

	41
	ASSET-06
	Asset Ownership & Accountability
	Detective
	Clauses 5.9, 5.10, and 5.13;
Annex A 5.9, 5.10, and 5.13
	Clauses 5.3, 7.5, and 8.2;
Annex A Controls 2, 5, and 6
	Map / Measure
	CM-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	42
	ASSET-07
	Acceptable Use of Assets
	Directive
	Clauses 5.10, 5.12, and 6.3;
Annex A 5.10 and 5.12
	Clauses 6.1, 7.3, and 8.2;
Annex A Controls 5, 6, and 8
	Map / Measure
	PL-4, AC-20
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	43
	ASSET-08
	Asset Change Management
	Directive
	Clauses 6.3, 8.1, and 8.32;
Annex A 5.8, 8.32, and 8.33
	Clauses 6.1, 8.2, 8.5, and 10.2;
Annex A Controls 6, 9, and 10
	Map / Measure
	CM-3, CM-4, CM-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	44
	ASSET-09
	Data Lineage & Provenance
	Directive
	Clauses 7.5, 8.1, and 8.2;
Annex A 5.12, 5.13, and 5.33
	Clauses 7.5, 8.2, 8.3, and 9.1;
Annex A Controls 6, 8, 9, and 10
	Map / Measure
	SR-4, CM-13
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	45
	ASSET-10
	Data Quality & Integrity
	Preventive
	Clauses 8.1, 8.2, and 9.1;
Annex A 5.12, 5.13, and 8.15
	Clauses 8.2, 8.3, and 9.1;
Annex A Controls 6, 8, and 9
	Map / Measure
	SI-7, SI-18, PM-22
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	46
	ASSET-11
	Data Minimization & Purpose Limitation
	Directive / Detective
	Clauses 4.2, 5.12, and 5.34;
Annex A 5.12, 5.13, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 6, 8, and 10
	Map / Measure
	PT-2, PT-3, PM-25, SI-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA data minimization and purpose limitation requirements;
Indirectly: California Civil Code §1798.81.5(b)

	47
	ASSET-12
	Data Sharing & External Transfer
	Directive / Preventive
	Clauses 5.14, 5.19, 5.20, and 5.21;
Annex A 5.14, 5.19, 5.20, and 5.21
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 6, 8, 9, and 10
	Map / Measure
	AC-21, CA-3, SC-8
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data sharing restrictions;
Indirectly: California Civil Code §1798.81.5(b)

	48
	ASSET-13
	Asset Protection Requirements Definition
	Directive / Preventive
	Clauses 5.9, 5.12, 6.1, and 8.1;
Annex A 5.9, 5.12, 5.13, and 5.14
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, 8, and 10
	Map / Measure
	PL-2, RA-2, SA-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	49
	IAM-01
	Identity Inventory
	Preventive
	Clauses 5.15, 5.16, and 5.18;
Annex A 5.15, 5.16, and 5.18
	Clauses 7.5, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Manage
	AC-2, IA-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	50
	IAM-02
	Identity Lifecycle Management
	Preventive
	Clauses 5.16, 5.18, and 6.3;
Annex A 5.16, 5.18, and 5.20
	Clauses 6.1, 7.5, and 8.2;
Annex A Controls 5, 6, and 8
	Manage
	AC-2, IA-4, PS-4, PS-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	51
	IAM-03
	Authentication Controls
	Preventive
	Clauses 5.17 and 8.1;
Annex A 5.17 and 8.5
	Clauses 8.2 and 8.5;
Annex A Controls 6, 8, and 9
	Manage
	IA-2, IA-5, IA-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	52
	IAM-04
	Authorization & Access Control
	Preventive
	Clauses 5.15, 5.16, 5.18, and 8.2;
Annex A 5.15, 5.16, 5.18, and 8.3
	Clauses 6.1, 8.2, and 8.5;
Annex A Controls 5, 6, 8, and 9
	Manage
	AC-3, AC-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA access restriction requirements;
Indirectly: California Civil Code §1798.81.5(b)

	53
	IAM-05
	Privileged Access Management
	Preventive
	Clauses 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	AC-2, AC-6, IA-2
	California Reference: CCPA; CPRA; CCPA/CPRA access restriction requirements; Indirectly: California Civil Code §1798.81.5(b)

	54
	IAM-06
	Access Review & Recertification
	Directive / Detective
	Clauses 5.15, 5.16, 5.18, 5.23, and 8.2; Annex A 5.15, 5.16, 5.18, 5.23, and 8.2
	Clauses 6.1, 8.2, and 9.1; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-2, AC-6
	California Reference: CCPA; CPRA; CCPA/CPRA access governance and least-privilege expectations; Indirectly: California Civil Code §1798.81.5(b)

	55
	IAM-07
	Segregation of Duties
	Preventive
	Clauses 5.3, 5.15, 5.16, 5.18, and 8.2; Annex A 5.3, 5.15, 5.16, 5.18, and 8.2
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, and 8
	Govern
	AC-5
	California Reference: California State Administrative Manual (SAM); CCPA; CPRA; Indirectly: California Civil Code §1798.81.5(b)

	56
	IAM-08
	Remote Access Control
	Preventive
	Clauses 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5; Annex A 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	AC-17
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) remote access guidance

	57
	IAM-09
	Third-Party Access Control
	Preventive
	Clauses 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18; Annex A 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18
	Clauses 6.1, 8.2, 8.5, and 9.2; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-20, PS-7, SA-9
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor safeguarding expectations under §1798.81.5(b)

	58
	IAM-10
	Identity Federation & SSO
	Preventive
	Clauses 5.16, 5.17, 5.18, 5.23, and 8.5; Annex A 5.16, 5.17, 5.18, 5.23, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	IA-2, IA-8
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) authentication guidance

	59
	IAM-11
	Credential Management
	Preventive
	Clauses 5.16, 5.17, 5.18, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.2, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	IA-5
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); credential protection and authentication safeguard expectations

	60
	IAM-12
	Service & Machine Identity Management
	Preventive
	Clauses 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5
	Clauses 6.1, 8.2, 8.5, and 8.9; Annex A Controls 5, 8, and 9
	Manage
	IA-9, IA-4
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); indirect applicability through automated system and service account protections

	61
	IAM-13
	Zero Trust Alignment
	Directive / Preventive
	Clauses 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-3, AC-6
	California Reference: California State Administrative Manual (SAM); California Zero Trust Strategy guidance; CCPA; CPRA; California Civil Code §1798.81.5(b)

	62
	PROTECT-01
	Cryptographic Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.24
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-8, SC-13, SC-28
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	63
	PROTECT-02
	Key Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.24
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-12
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	64
	PROTECT-03
	Secure Configuration Management
	Preventive
	Clauses 6.1, 8.1, and 8.5; Annex A 8.9
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-2, CM-6, CM-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	65
	PROTECT-04
	Vulnerability Management
	Preventive / Detective
	Clauses 6.1, 8.1, and 9.1; Annex A 8.8
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	RA-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	66
	PROTECT-05
	Patch Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.8, 8.9, and 8.19
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SI-2
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	67
	PROTECT-06
	Malware Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.7
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SI-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	68
	PROTECT-07
	Network Security Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.21, and 8.22
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-7, AC-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	69
	PROTECT-08
	Endpoint Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.1, 8.7, 8.8, 8.9, and 8.19
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	CM-6, SI-3, SI-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	70
	PROTECT-09
	Data Loss Prevention
	Preventive / Detective
	Clauses 6.1 and 8.1; Annex A 5.14, 8.10, 8.11, and 8.12
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	AC-4, SC-7, SI-4
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data protection requirements;
Indirectly: California Civil Code §1798.81.5(b)

	71
	PROTECT-10
	Secure Development Practices
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	SA-3, SA-8, SA-11, SA-15
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	72
	PROTECT-11
	Change Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.32
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
	Manage
	CM-3, CM-4, CM-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	73
	PROTECT-12
	Backup Protection
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 8.13
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	CP-9
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	74
	PROTECT-13
	Data Masking & Anonymization
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.10, 8.11, and 8.12
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	SI-19, PM-25
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA anonymization and de-identification requirements;
Indirectly: California Civil Code §1798.81.5(b)

	75
	PROTECT-14
	Security Awareness & Training
	Directive / Preventive
	Clauses 7.2 and 7.3; Annex A 6.3
	Clauses 7.2, 7.3, and 8.2; Annex A Controls 4, 6, and 8
	Govern / Manage
	AT-2, AT-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	76
	PROTECT-15
	Application Security Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	SA-11, SI-10, SI-11
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	77
	PROTECT-16
	AI Model Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 5.12, 5.15, 8.9, 8.12, 8.24, and 8.25
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	AC-3, AC-6, SC-28
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	78
	PROTECT-17
	API & Interface Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.21, 8.22, 8.25, 8.26, and 8.28
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	AC-3, SC-8, SI-10
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	79
	PROTECT-18
	Configuration Drift & Compliance Monitoring
	Detective / Preventive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 8.9, 8.16, and 8.17
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-6, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	80
	PROTECT-19
	Data Integrity Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 5.33, 8.13, 8.24, and 8.30
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	SI-7, SC-8
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data integrity and safeguarding expectations;
Indirectly: California Civil Code §1798.81.5(b)

	81
	PROTECT-20
	Secure Disposal of Data & Assets
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 7.10, 7.14, 8.10, and 8.11
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 7, 8, and 9
	Manage
	MP-6, SR-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA disposal and retention safeguard expectations;
Indirectly: California Civil Code §1798.81.5(b)

	82
	PROTECT-21
	Adversarial ML Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.8, 8.9, 8.25, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	–
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California GenAI risk management guidance;
Indirectly: California Civil Code §1798.81.5(b)

	83
	PROTECT-22
	Prompt Injection & Input Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.25, 8.26, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	SI-10
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California GenAI application security guidance;
Indirectly: California Civil Code §1798.81.5(b)

	84
	PROTECT-23
	AI Supply Chain Security
	Directive / Preventive
	Clauses 5.19, 5.20, 5.21, 5.22, 6.1, and 8.1; Annex A 5.19, 5.20, 5.21, 5.22, 8.25, and 8.30
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Govern / Manage
	SR-2, SR-3, SR-4, SR-5
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California AI supply chain governance considerations;
Indirectly: California Civil Code §1798.81.5(b)

	85
	PROTECT-24
	AI Output Safety Controls
	Preventive / Detective
	Clauses 6.1, 8.1, and 9.1; Annex A 5.12, 5.14, 8.12, 8.16, 8.25, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	SI-15
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California AI supply chain governance considerations;
Indirectly: California Civil Code §1798.81.5(b)

	86
	DETECT-01
	Logging & Event Generation
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-2, AU-3, AU-12
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	87
	DETECT-02
	Centralized Log Management
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-4, AU-6, AU-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	88
	DETECT-03
	Continuous Monitoring
	Detective
	Clauses 8.1, 9.1, and 10.1; Annex A 8.16
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	CA-7, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	89
	DETECT-04
	Endpoint Detection & Response
	Detective
	Clauses 8.1 and 9.1; Annex A 8.7, 8.8, 8.15, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	SI-3, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	90
	DETECT-05
	Network Monitoring
	Detective
	Clauses 8.1 and 9.1; Annex A 8.20, 8.21, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	91
	DETECT-06
	User & Entity Behavior Analytics
	Detective
	Clauses 8.1 and 9.1; Annex A 5.15, 5.16, 8.15, and 8.16
	Clauses 8.2, 8.5, 8.7, and 9.1; Annex A Controls 5, 7, 8, and 9
	Measure
	AC-2, AU-6, SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: behavioral monitoring and profiling considerations; Indirectly: California Civil Code §1798.81.5(b)

	92
	DETECT-07
	Threat Intelligence Integration
	Detective
	Clauses 5.7, 8.1, and 9.1; Annex A 5.7 and 8.16
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	PM-16, SI-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	93
	DETECT-08
	Alerting & Escalation
	Detective
	Clauses 8.1 and 9.1; Annex A 5.24, 5.25, 5.26, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-6, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	94
	DETECT-09
	Detection Rule Management
	Detective
	Clauses 8.1, 9.1, and 10.1; Annex A 8.16
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	SI-4
	California Reference: Not Applicable

	95
	DETECT-10
	AI Model Monitoring
	Detective
	Clauses 8.1 and 9.1; Annex A 8.16, 8.17, and 8.23
	Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
	Measure
	CA-7, SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI monitoring and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)

	96
	DETECT-11
	Data Access Monitoring
	Detective
	Clauses 5.15, 5.18, 8.15, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-2, AU-6
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA access monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)

	97
	DETECT-12
	Security Event Classification
	Detective
	Clauses 5.24, 5.25, 5.26, 8.16, and 9.1
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-6, IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	98
	DETECT-13
	Detection Coverage & Gaps Analysis
	Detective
	Clauses 9.1 and 10.1; Annex A 8.16 and 8.17
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	99
	DETECT-14
	Log Integrity & Protection
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15, 8.16, and 8.24
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-9
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA integrity and safeguarding expectations; Indirectly: California Civil Code §1798.81.5(b)

	100
	DETECT-15
	Time Synchronization
	Detective
	Clauses 8.1 and 8.15; Annex A 8.17
	Clauses 8.2 and 8.5; Annex A Controls 8 and 9
	Measure
	AU-8, SC-45
	California Reference: Not Applicable

	101
	DETECT-16
	AI Abuse & Misuse Detection
	Detective
	Clauses 8.1, 8.16, and 9.1; Annex A 8.16, 8.23, and 8.28
	Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
	Measure
	SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI misuse and abuse detection considerations; Indirectly: California Civil Code §1798.81.5(b)

	102
	RESPOND-01
	Incident Response Framework
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, and 5.29
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-1, IR-8
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	103
	RESPOND-02
	Incident Identification & Reporting
	Detective / Corrective
	Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, and 5.26
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, IR-6
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	104
	RESPOND-03
	Incident Triage & Classification
	Corrective / Responsive
	Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, and 5.28
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, IR-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	105
	RESPOND-04
	Incident Containment
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, and 8.7
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	106
	RESPOND-05
	Incident Eradication
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 8.7, and 8.8
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	107
	RESPOND-06
	Incident Recovery Coordination
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 5.29, 5.30, and 8.13
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	108
	RESPOND-07
	Incident Communication
	Corrective / Responsive
	Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
	Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6
	California Reference: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	109
	RESPOND-08
	Regulatory & Legal Reporting
	Corrective / Responsive
	Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.31, 5.34, 5.24, 5.26, and 5.28
	Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6, IR-8
	California Reference: California Civil Code §1798.82; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); breach notification and regulatory reporting requirements

	110
	RESPOND-09
	Incident Documentation & Case Management
	Corrective / Responsive
	Clauses 7.5, 8.1, 9.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
	Clauses 7.5, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	111
	RESPOND-10
	Post-Incident Analysis
	Corrective / Detective
	Clauses 9.1, 10.1, and 10.2; Annex A 5.27 and 5.29
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	112
	RESPOND-11
	Incident Response Testing & Exercises
	Corrective / Preventive
	Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.24, 5.29, 5.30, and 6.3
	Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
	Measure / Manage
	IR-3
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	113
	RESPOND-12
	Third-Party Incident Coordination
	Corrective / Responsive
	Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.24, 5.26, and 5.28
	Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6, SR-8
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor incident coordination expectations under §1798.81.5(b)

	114
	RESPOND-13
	AI Incident Handling
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, 8.16, 8.23, and 8.28
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	IR-4, IR-8
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI incident response and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)

	115
	RECOVER-01
	Business Continuity Framework
	Directive / Corrective
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, and 8.14
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Govern / Manage
	CP-1, CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	116
	RECOVER-02
	Disaster Recovery Planning
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, and 8.14
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2, CP-6, CP-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	117
	RECOVER-03
	Backup & Restoration
	Corrective / Responsive
	Clauses 6.1, 8.1, and 9.1; Annex A 8.13, 8.14, and 5.30
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	CP-9, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	118
	RECOVER-04
	Recovery Objectives
	Directive / Corrective
	Clauses 6.1, 8.1, and 9.1; Annex A 5.29, 5.30, 8.13, and 8.14
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Govern / Manage
	CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	119
	RECOVER-05
	Recovery Testing & Exercises
	Corrective / Detective
	Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 6.3, 8.13, and 8.14
	Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
	Measure / Manage
	CP-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	120
	RECOVER-06
	Alternate Processing & Redundancy
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 8.14
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 8 and 9
	Manage
	CP-6, CP-7, CP-8
	California Reference: Not Applicable

	121
	RECOVER-07
	Crisis Management & Coordination
	Corrective / Responsive
	Clauses 6.1, 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
	Clauses 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	122
	RECOVER-08
	Communication During Recovery
	Corrective / Responsive
	Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
	Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2
	California Reference: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	123
	RECOVER-09
	Third-Party Recovery Dependencies
	Corrective / Responsive
	Clauses 4.2, 6.1, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.29, and 5.30
	Clauses 4.2, 6.1, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	SA-9, CP-8, SR-2
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor recovery dependency expectations under §1798.81.5(b)

	124
	RECOVER-10
	AI System Recovery
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, 8.14, 8.16, 8.23, and 8.28
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	CP-2, CP-10
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI recovery and automated decision-making continuity; Indirectly: California Civil Code §1798.81.5(b)

	125
	RECOVER-11
	Recovery Validation & Assurance
	Corrective / Detective
	Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 5.29, 5.30, 8.13, 8.14, and 8.16
	Clauses 8.2, 8.5, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	CP-4, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	126
	IMPROVE-01
	Continuous Improvement Program
	Directive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 8, and 9
	Govern
	CA-7, PM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	127
	IMPROVE-02
	Corrective Action Management
	Corrective / Responsive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	CA-5, PM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	128
	IMPROVE-03
	Metrics, KPIs, and Effectiveness Measurement
	Directive / Detective
	Clauses 9.1, 9.2, and 9.3
	Clauses 9.1, 9.2, and 9.3; Annex A Controls 5, 8, and 9
	Measure
	PM-6
	California Reference: Not Applicable

	129
	IMPROVE-04
	Internal Audit & Assurance
	Directive / Detective
	Clauses 9.1, 9.2, 9.3, and 10.1
	Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	130
	IMPROVE-05
	External Audit & Independent Assessment
	Directive / Detective
	Clauses 9.1, 9.2, 9.3, and 10.1
	Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern
	CA-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	131
	IMPROVE-06
	Lessons Learned Integration
	Corrective / Responsive
	Clauses 9.1, 10.1, and 10.2; Annex A 5.27
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	IR-4, CP-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	132
	IMPROVE-07
	Control Optimization & Maturity Advancement
	Corrective / Preventive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	133
	IMPROVE-08
	Change Validation & Post-Implementation Review
	Corrective / Detective
	Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 8.32
	Clauses 8.2, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-3, CM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	134
	IMPROVE-09
	Risk Feedback Loop Integration
	Directive / Corrective
	Clauses 6.1, 9.1, 10.1, and 10.2
	Clauses 6.1, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Govern / Manage
	RA-3, CA-7
	California Reference: Not Applicable

	135
	IMPROVE-10
	Training & Awareness Improvement
	Directive / Preventive
	Clauses 7.2, 7.3, 9.1, and 10.1; Annex A 6.3
	Clauses 7.2, 7.3, 9.1, and 10.1; Annex A Controls 4, 6, 8, and 9
	Govern / Manage
	AT-2, AT-3
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	136
	IMPROVE-11
	AI Model Lifecycle Improvement
	Corrective / Preventive
	Clauses 6.1, 8.1, 9.1, 10.1, and 10.2; Annex A 8.25, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	–
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI lifecycle improvement and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)

	137
	IMPROVE-12
	Continuous Compliance Monitoring
	Directive / Detective
	Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1
	Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern / Measure
	CA-7
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA compliance monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)


[bookmark: _Toc238903732]Appendix B - Control Crosswalk by Control Type
This appendix presents the same 137 framework controls as Appendix A, reorganized by Control Type rather than by domain sequence. Controls are grouped by their functional classification (Directive, Preventive, Detective, and Corrective / Responsive), with hybrid classifications listed under their primary type. This view supports gap analysis by function, control coverage balance review, and resource planning by control type.
	#
	Control ID
	Control Name
	Control Type
	ISO 27001
	ISO 42001
	AI RMF
	NIST SP 800-53
	California Requirements

	Control Type: Directive    (35 controls)

	1
	GOV-01
	Governance Structure
	Directive
	Clauses 4.2, 5, 7, 9, 10; Annex A 5.1, 5.2, 5.4
	Clauses 4.1, 4.2, 5.1, 5.2, 5.3, 6.1;
Annex A Controls 2, 3, 4, 5
	Govern
	PM-1, PM-2, PM-29
	California Civil Code §1798.81.5(b); 
California Consumer Privacy Act (CCPA); 
California Privacy Rights Act (CPRA); 
Indirectly: California Government Code §11549.3; 
Indirectly: California Government Code §8593.7

	2
	GOV-02
	Roles & Responsibilities
	Directive
	Clauses 5.3 and 7.2;
Annex A 5.2 and 6.3
	Clauses 5.3 and 7.2; 
Annex A Controls 2 and 3
	Govern
	PM-2, PM-29, PS-9
	California Civil Code §1798.81.5(b); 
California Consumer Privacy Act (CCPA); 
California Privacy Rights Act (CPRA); 
Indirectly: California Government Code §11549.3

	3
	GOV-03
	Executive Oversight
	Directive
	Clauses 5.1, 5.2, and 5.3;
Annex A 5.1, 5.2, and 5.4;
	Clauses 5.1, 5.2, and 5.3;
Annex A Controls 2 and 5
	Govern
	PM-1, PM-2, PM-29
	California Reference: California Civil Code §1798.81.5(b);
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	4
	GOV-04
	Policy Framework
	Directive
	Clauses 5.2, 5.3, and 7.5;
Annex A 5.1 and 5.37
	Clauses 5.2, 5.3, and 7.5;
Annex A Controls 2, 3, and 24
	Govern
	PL-1, PM-1; family policy and procedure controls (e.g., AC-1, IR-1, SC-1)
	California Reference: California Civil Code §1798.81.5(b);
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	5
	GOV-05
	Legal & Regulatory Compliance
	Directive
	Clauses 4.2, 5.1, 5.3, and 6.1.3;
Annex A 5.31, 5.34, 5.36, and 5.37
	Clauses 4.2, 5.1, 5.3, 6.1, and 8.2;
Annex A Controls 4, 5, and 10
	Govern
	PM-1, PT-1, SI-12
	California Reference: California Civil Code §1798.81.5(b);
California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3;
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations

	6
	GOV-06
	Risk Appetite & Tolerance
	Directive
	Clauses 5.1, 6.1, and 6.2;
Annex A 5.7 and 5.30
	Clauses 5.1, 6.1, and 6.2;
Annex A Controls 4, 5, and 6
	Govern
	PM-9, PM-28
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	7
	GOV-07
	Ethics & Responsible AI
	Directive
	Clauses 4.1, 4.2, 5.1, and 6.1;
Annex A 5.1, 5.2, and 5.31
	Clauses 4.1, 4.2, 5.1, 5.2, 6.1, and 8.2;
Annex A Controls 1, 2, 3, 4, and 8
	Govern
	–
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Consumer Privacy Act (CCPA);
Indirectly: California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) fairness and bias rulemaking

	8
	GOV-08
	Performance Reporting
	Directive
	Clauses 5.1, 6.2, 9.1, and 9.3;
Annex A 5.4 and 5.7
	Clauses 5.1, 6.2, 9.1, and 9.3;
Annex A Controls 5, 9, and 10
	Govern / Measure
	PM-6, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	9
	GOV-09
	Internal Audit Program
	Directive
	Clauses 9.2 and 9.3;
Annex A 5.35 and 5.36
	Clauses 9.2 and 9.3;
Annex A Controls 5 and 10
	Govern / Measure
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	10
	GOV-10
	Continuous Improvement
	Directive
	Clauses 10.1 and 10.2;
Annex A 5.36 and 5.37
	Clauses 10.1 and 10.2;
Annex A Controls 10 and 11;
	Govern / Manage
	PM-4, CA-5, CA-7
	California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	11
	GOV-11
	Data Subject Rights Management
	Directive
	Clauses 4.2, 5.1, 5.3, and 6.1;
Annex A 5.31, 5.34, and 5.37
	Clauses 4.2, 5.1, 5.3, 6.1, and 8.2;
Annex A Controls 4, 8, and 10
	Govern / Manage
	PT-4, PT-5, PM-22, SI-18
	California Reference: California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	12
	GOV-12
	AI Transparency & Disclosure
	Directive
	Clauses 4.2, 5.1, 5.3, and 7.4;
Annex A 5.31, 5.34, and 5.37
	Clauses 4.2, 5.1, 5.3, 7.4, and 8.2;
Annex A Controls 8, 9, and 10
	Govern / Map
	PM-20, PT-5
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) transparency and disclosure rulemaking

	13
	GOV-13
	AI Decision Accountability
	Directive
	Clauses 5.1, 5.3, 6.1, and 8.1;
Annex A 5.2, 5.4, and 5.31
	Clauses 5.1, 5.3, 6.1, 8.2, and 8.3;
Annex A Controls 2, 4, 5, and 9
	Govern / Manage
	PM-2, CA-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI accountability rulemaking

	14
	RISK-01
	Risk Management Framework
	Directive
	Clauses 5.1, 6.1, and 6.2;
Annex A 5.7 and 5.30
	Clauses 5.1, 6.1, 6.2, and 8.2;
Annex A Controls 4, 5, 6, and 10
	Govern
	PM-9, PM-28, RA-1
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	15
	RISK-02
	Risk Identification
	Directive
	Clauses 6.1.2 and 8.2;
Annex A 5.7 and 5.9


	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 4, 5, and 6
	Map
	RA-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	16
	RISK-03
	Risk Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7 and 5.9
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, and 9
	Measure
	RA-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	17
	RISK-04
	Risk Treatment
	Directive
	Clauses 6.1.3, 8.1, and 8.3;
Annex A 5.7, 5.9, and 5.30
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 10
	Manage
	RA-7, CA-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	18
	RISK-05
	Risk Register Management
	Directive
	Clauses 6.1, 7.5, and 8.1;
Annex A 5.7 and 5.37
	Clauses 6.1, 7.5, and 8.2;
Annex A Controls 4, 5, and 10
	Govern / Measure
	RA-3, PM-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	19
	RISK-06
	AI Risk Specific Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Measure
	RA-3, RA-8
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk evaluation rulemaking

	20
	RISK-07
	Third-Party Risk Management
	Directive
	Clauses 5.19, 5.20, 5.21, and 6.1;
Annex A 5.19, 5.20, 5.21, and 5.22
	Clauses 6.1, 8.2, and 8.5;
Annex A Controls 4, 5, 6, and 10
	Govern / Manage
	SA-9, SR-2, SR-3, SR-6
	California Reference: California Civil Code §§1798.100–1798.199;
California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Government Code §11549.3

	22
	RISK-09
	Algorithmic Impact Assessment
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Measure
	RA-8
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking

	23
	RISK-10
	High-Risk User Protection
	Directive
	Clauses 4.2, 6.1, and 8.2;
Annex A 5.7, 5.31, and 5.34
	Clauses 4.2, 6.1, 8.2, and 8.3;
Annex A Controls 4, 5, 6, and 8
	Govern / Map
	–
	California Reference: California Age-Appropriate Design Code Act (CAADCA);
Indirectly: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations

	24
	RISK-11
	AI Risk Scoring & Classification
	Directive
	Clauses 6.1.2, 8.2, and 9.1;
Annex A 5.7, 5.30, and 5.36
	Clauses 6.1, 8.2, 8.3, and 9.1;
Annex A Controls 4, 5, 6, 8, and 9
	Map / Measure
	RA-2
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI risk assessment rulemaking

	25
	AILC-01
	AI Use Case Intake & Approval
	Directive
	Clauses 6.1, 8.1, and 8.2;
Annex A 5.8, 5.9, and 5.37
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 9
	Map
	PL-2, SA-2, CA-6
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI intake governance rulemaking

	26
	AILC-02
	AI System Classification
	Directive
	Clauses 6.1, 8.1, and 8.2;
Annex A 5.9, 5.12, and 5.37
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, and 9
	Map
	RA-2
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI classification rulemaking

	28
	AILC-04
	AI Design & Development Controls
	Directive
	Clauses 8.1, 8.2, and 8.3;
Annex A 5.8, 8.25, 8.27, and 8.28
	Clauses 8.2, 8.3, 8.4, and 8.5;
Annex A Controls 5, 6, 8, and 9
	Measure
	SA-3, SA-8, SA-11, SA-15
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	34
	AILC-10
	AI System Retirement & Decommissioning
	Directive
	Clauses 6.1, 8.1, and 8.3;
Annex A 5.11, 5.14, and 7.14
	Clauses 8.5 and 10.2;
Annex A Controls 9, 10, and 11
	Manage
	MP-6, SR-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	36
	ASSET-01
	Asset Inventory
	Directive
	Clauses 5.9 and 7.5;
Annex A 5.9 and 5.11
	Clauses 7.5 and 8.2;
Annex A Controls 5, 6, and 8
	Map / Measure
	CM-8, PM-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	37
	ASSET-02
	Data Inventory
	Directive
	Clauses 5.9, 5.12, and 7.5;
Annex A 5.9, 5.12, and 5.13
	Clauses 7.5, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Map / Measure
	CM-12, CM-13, PM-5
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	38
	ASSET-03
	Data Classification
	Directive
	Clauses 5.12, 5.13, and 5.34;
Annex A 5.12, 5.13, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Map / Measure
	RA-2, MP-3
	alifornia Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA data minimization and purpose limitation requirements;
Indirectly: California Civil Code §1798.81.5(b)

	39
	ASSET-04
	Data Handling & Protection Requirements
	Directive
	Clauses 5.12, 5.13, 5.14, and 5.34;
Annex A 5.12, 5.13, 5.14, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, 8, and 10
	Map / Measure
	SI-12, MP-4, MP-5, SC-28
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	42
	ASSET-07
	Acceptable Use of Assets
	Directive
	Clauses 5.10, 5.12, and 6.3;
Annex A 5.10 and 5.12
	Clauses 6.1, 7.3, and 8.2;
Annex A Controls 5, 6, and 8
	Map / Measure
	PL-4, AC-20
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	43
	ASSET-08
	Asset Change Management
	Directive
	Clauses 6.3, 8.1, and 8.32;
Annex A 5.8, 8.32, and 8.33
	Clauses 6.1, 8.2, 8.5, and 10.2;
Annex A Controls 6, 9, and 10
	Map / Measure
	CM-3, CM-4, CM-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	44
	ASSET-09
	Data Lineage & Provenance
	Directive
	Clauses 7.5, 8.1, and 8.2;
Annex A 5.12, 5.13, and 5.33
	Clauses 7.5, 8.2, 8.3, and 9.1;
Annex A Controls 6, 8, 9, and 10
	Map / Measure
	SR-4, CM-13
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	126
	IMPROVE-01
	Continuous Improvement Program
	Directive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 8, and 9
	Govern
	CA-7, PM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	Control Type: Directive / Corrective    (3 controls)

	115
	RECOVER-01
	Business Continuity Framework
	Directive / Corrective
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, and 8.14
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Govern / Manage
	CP-1, CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	118
	RECOVER-04
	Recovery Objectives
	Directive / Corrective
	Clauses 6.1, 8.1, and 9.1; Annex A 5.29, 5.30, 8.13, and 8.14
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Govern / Manage
	CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	134
	IMPROVE-09
	Risk Feedback Loop Integration
	Directive / Corrective
	Clauses 6.1, 9.1, 10.1, and 10.2
	Clauses 6.1, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Govern / Manage
	RA-3, CA-7
	California Reference: Not Applicable

	Control Type: Directive / Detective    (6 controls)

	46
	ASSET-11
	Data Minimization & Purpose Limitation
	Directive / Detective
	Clauses 4.2, 5.12, and 5.34;
Annex A 5.12, 5.13, and 5.34
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 6, 8, and 10
	Map / Measure
	PT-2, PT-3, PM-25, SI-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA data minimization and purpose limitation requirements;
Indirectly: California Civil Code §1798.81.5(b)

	54
	IAM-06
	Access Review & Recertification
	Directive / Detective
	Clauses 5.15, 5.16, 5.18, 5.23, and 8.2; Annex A 5.15, 5.16, 5.18, 5.23, and 8.2
	Clauses 6.1, 8.2, and 9.1; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-2, AC-6
	California Reference: CCPA; CPRA; CCPA/CPRA access governance and least-privilege expectations; Indirectly: California Civil Code §1798.81.5(b)

	128
	IMPROVE-03
	Metrics, KPIs, and Effectiveness Measurement
	Directive / Detective
	Clauses 9.1, 9.2, and 9.3
	Clauses 9.1, 9.2, and 9.3; Annex A Controls 5, 8, and 9
	Measure
	PM-6
	California Reference: Not Applicable

	129
	IMPROVE-04
	Internal Audit & Assurance
	Directive / Detective
	Clauses 9.1, 9.2, 9.3, and 10.1
	Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	130
	IMPROVE-05
	External Audit & Independent Assessment
	Directive / Detective
	Clauses 9.1, 9.2, 9.3, and 10.1
	Clauses 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern
	CA-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	137
	IMPROVE-12
	Continuous Compliance Monitoring
	Directive / Detective
	Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1
	Clauses 4.2, 6.1, 9.1, 9.2, 9.3, and 10.1; Annex A Controls 5, 8, and 9
	Govern / Measure
	CA-7
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA compliance monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)

	Control Type: Directive / Preventive    (9 controls)

	21
	RISK-08
	Risk Monitoring and Review
	Directive / Preventive
	Clauses 6.1, 9.1, and 9.3;
Annex A 5.7, 5.36, and 5.37
	Clauses 6.1, 9.1, and 9.3;
Annex A Controls 5, 9, and 10
	Govern / Measure / Manage
	RA-3, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	27
	AILC-03
	Intended Use & Misuse Definition
	Directive / Preventive
	Clauses 4.2, 6.1, 8.1, and 8.2;
Annex A 5.7, 5.9, and 5.31
	Clauses 4.2, 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 4, 5, 6, 8, and 9
	Map
	PL-2, PT-2, PT-3
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI use disclosure rulemaking

	40
	ASSET-05
	Data Lifecycle Management
	Directive / Preventive
	Clauses 5.11, 5.12, 5.13, and 5.34;
Annex A 5.11, 5.12, 5.13, and 5.34
	Clauses 7.5, 8.2, 8.3, and 10.2;
Annex A Controls 6, 8, 10, and 11
	Map / Measure
	SI-12, MP-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA retention and deletion requirements;
Indirectly: California Civil Code §1798.81.5(b)

	47
	ASSET-12
	Data Sharing & External Transfer
	Directive / Preventive
	Clauses 5.14, 5.19, 5.20, and 5.21;
Annex A 5.14, 5.19, 5.20, and 5.21
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 6, 8, 9, and 10
	Map / Measure
	AC-21, CA-3, SC-8
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data sharing restrictions;
Indirectly: California Civil Code §1798.81.5(b)

	48
	ASSET-13
	Asset Protection Requirements Definition
	Directive / Preventive
	Clauses 5.9, 5.12, 6.1, and 8.1;
Annex A 5.9, 5.12, 5.13, and 5.14
	Clauses 6.1, 8.2, and 8.3;
Annex A Controls 5, 6, 8, and 10
	Map / Measure
	PL-2, RA-2, SA-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	61
	IAM-13
	Zero Trust Alignment
	Directive / Preventive
	Clauses 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 5.20, 8.1, 8.2, and 8.5
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-3, AC-6
	California Reference: California State Administrative Manual (SAM); California Zero Trust Strategy guidance; CCPA; CPRA; California Civil Code §1798.81.5(b)

	75
	PROTECT-14
	Security Awareness & Training
	Directive / Preventive
	Clauses 7.2 and 7.3; Annex A 6.3
	Clauses 7.2, 7.3, and 8.2; Annex A Controls 4, 6, and 8
	Govern / Manage
	AT-2, AT-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	84
	PROTECT-23
	AI Supply Chain Security
	Directive / Preventive
	Clauses 5.19, 5.20, 5.21, 5.22, 6.1, and 8.1; Annex A 5.19, 5.20, 5.21, 5.22, 8.25, and 8.30
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Govern / Manage
	SR-2, SR-3, SR-4, SR-5
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California AI supply chain governance considerations;
Indirectly: California Civil Code §1798.81.5(b)

	135
	IMPROVE-10
	Training & Awareness Improvement
	Directive / Preventive
	Clauses 7.2, 7.3, 9.1, and 10.1; Annex A 6.3
	Clauses 7.2, 7.3, 9.1, and 10.1; Annex A Controls 4, 6, 8, and 9
	Govern / Manage
	AT-2, AT-3
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	Control Type: Preventive    (30 controls)

	30
	AILC-06
	Model Validation Before Deployment
	Preventive
	Clauses 8.1, 8.2, 8.3, and 9.1;
Annex A 5.8, 8.29, and 8.31
	Clauses 8.2, 8.3, 8.4, 8.5, and 9.1;
Annex A Controls 6, 8, 9, and 10
	Measure
	SA-11, CA-2, CM-4
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI validation rulemaking

	31
	AILC-07
	Human Oversight Requirements
	Preventive
	Clauses 5.3, 6.1, and 8.1;
Annex A 5.2, 5.4, and 5.36
	Clauses 5.3, 6.1, 8.2, and 8.5;
Annex A Controls 2, 4, 5, and 9
	Manage
	–
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) human oversight rulemaking

	45
	ASSET-10
	Data Quality & Integrity
	Preventive
	Clauses 8.1, 8.2, and 9.1;
Annex A 5.12, 5.13, and 8.15
	Clauses 8.2, 8.3, and 9.1;
Annex A Controls 6, 8, and 9
	Map / Measure
	SI-7, SI-18, PM-22
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	49
	IAM-01
	Identity Inventory
	Preventive
	Clauses 5.15, 5.16, and 5.18;
Annex A 5.15, 5.16, and 5.18
	Clauses 7.5, 8.2, and 8.3;
Annex A Controls 5, 6, and 8
	Manage
	AC-2, IA-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	50
	IAM-02
	Identity Lifecycle Management
	Preventive
	Clauses 5.16, 5.18, and 6.3;
Annex A 5.16, 5.18, and 5.20
	Clauses 6.1, 7.5, and 8.2;
Annex A Controls 5, 6, and 8
	Manage
	AC-2, IA-4, PS-4, PS-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	51
	IAM-03
	Authentication Controls
	Preventive
	Clauses 5.17 and 8.1;
Annex A 5.17 and 8.5
	Clauses 8.2 and 8.5;
Annex A Controls 6, 8, and 9
	Manage
	IA-2, IA-5, IA-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	52
	IAM-04
	Authorization & Access Control
	Preventive
	Clauses 5.15, 5.16, 5.18, and 8.2;
Annex A 5.15, 5.16, 5.18, and 8.3
	Clauses 6.1, 8.2, and 8.5;
Annex A Controls 5, 6, 8, and 9
	Manage
	AC-3, AC-6
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA access restriction requirements;
Indirectly: California Civil Code §1798.81.5(b)

	53
	IAM-05
	Privileged Access Management
	Preventive
	Clauses 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5; Annex A 5.15, 5.16, 5.17, 5.18, 8.2, 8.3, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	AC-2, AC-6, IA-2
	California Reference: CCPA; CPRA; CCPA/CPRA access restriction requirements; Indirectly: California Civil Code §1798.81.5(b)

	55
	IAM-07
	Segregation of Duties
	Preventive
	Clauses 5.3, 5.15, 5.16, 5.18, and 8.2; Annex A 5.3, 5.15, 5.16, 5.18, and 8.2
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 6, and 8
	Govern
	AC-5
	California Reference: California State Administrative Manual (SAM); CCPA; CPRA; Indirectly: California Civil Code §1798.81.5(b)

	56
	IAM-08
	Remote Access Control
	Preventive
	Clauses 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5; Annex A 5.15, 5.17, 5.18, 5.19, 5.20, 8.1, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	AC-17
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) remote access guidance

	57
	IAM-09
	Third-Party Access Control
	Preventive
	Clauses 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18; Annex A 5.19, 5.20, 5.21, 5.22, 5.15, and 5.18
	Clauses 6.1, 8.2, 8.5, and 9.2; Annex A Controls 5, 6, 8, and 9
	Govern
	AC-20, PS-7, SA-9
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor safeguarding expectations under §1798.81.5(b)

	58
	IAM-10
	Identity Federation & SSO
	Preventive
	Clauses 5.16, 5.17, 5.18, 5.23, and 8.5; Annex A 5.16, 5.17, 5.18, 5.23, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	IA-2, IA-8
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); California State Administrative Manual (SAM) authentication guidance

	59
	IAM-11
	Credential Management
	Preventive
	Clauses 5.16, 5.17, 5.18, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.2, and 8.5
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Protect
	IA-5
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); credential protection and authentication safeguard expectations

	60
	IAM-12
	Service & Machine Identity Management
	Preventive
	Clauses 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5; Annex A 5.16, 5.17, 5.18, 8.1, 8.2, and 8.5
	Clauses 6.1, 8.2, 8.5, and 8.9; Annex A Controls 5, 8, and 9
	Manage
	IA-9, IA-4
	California Reference: CCPA; CPRA; California Civil Code §1798.81.5(b); indirect applicability through automated system and service account protections

	62
	PROTECT-01
	Cryptographic Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.24
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-8, SC-13, SC-28
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	63
	PROTECT-02
	Key Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.24
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-12
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	64
	PROTECT-03
	Secure Configuration Management
	Preventive
	Clauses 6.1, 8.1, and 8.5; Annex A 8.9
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-2, CM-6, CM-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	66
	PROTECT-05
	Patch Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.8, 8.9, and 8.19
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SI-2
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	67
	PROTECT-06
	Malware Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.7
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SI-3
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	68
	PROTECT-07
	Network Security Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.21, and 8.22
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	SC-7, AC-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	69
	PROTECT-08
	Endpoint Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.1, 8.7, 8.8, 8.9, and 8.19
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	CM-6, SI-3, SI-4
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	71
	PROTECT-10
	Secure Development Practices
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	SA-3, SA-8, SA-11, SA-15
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	72
	PROTECT-11
	Change Management
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.32
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 6, 8, and 9
	Manage
	CM-3, CM-4, CM-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	74
	PROTECT-13
	Data Masking & Anonymization
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.10, 8.11, and 8.12
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	SI-19, PM-25
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CPRA anonymization and de-identification requirements;
Indirectly: California Civil Code §1798.81.5(b)

	76
	PROTECT-15
	Application Security Controls
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.25, 8.26, 8.27, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	SA-11, SI-10, SI-11
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	77
	PROTECT-16
	AI Model Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 5.12, 5.15, 8.9, 8.12, 8.24, and 8.25
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	AC-3, AC-6, SC-28
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Indirectly: California Civil Code §1798.81.5(b)

	78
	PROTECT-17
	API & Interface Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.21, 8.22, 8.25, 8.26, and 8.28
	Clauses 6.1, 8.2, 8.4, and 8.5; Annex A Controls 5, 6, 8, and 9
	Manage
	AC-3, SC-8, SI-10
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	80
	PROTECT-19
	Data Integrity Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 5.33, 8.13, 8.24, and 8.30
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	SI-7, SC-8
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data integrity and safeguarding expectations;
Indirectly: California Civil Code §1798.81.5(b)

	82
	PROTECT-21
	Adversarial ML Protection
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.8, 8.9, 8.25, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	–
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California GenAI risk management guidance;
Indirectly: California Civil Code §1798.81.5(b)

	83
	PROTECT-22
	Prompt Injection & Input Security
	Preventive
	Clauses 6.1 and 8.1; Annex A 8.20, 8.25, 8.26, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, and 8.7; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	SI-10
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California GenAI application security guidance;
Indirectly: California Civil Code §1798.81.5(b)

	Control Type: Preventive / Detective    (4 controls)

	29
	AILC-05
	Training Data Governance
	Preventive / Detective
	Clauses 5.12, 5.34, 8.1, and 8.2;
Annex A 5.12, 5.34, and 8.10
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 6, 8, 9, and 10
	Measure
	PM-23, PT-2, PT-3, SI-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
California Assembly Bill 2013 (AB 2013);
Indirectly: California Civil Code §1798.81.5(b)

	65
	PROTECT-04
	Vulnerability Management
	Preventive / Detective
	Clauses 6.1, 8.1, and 9.1; Annex A 8.8
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	RA-5
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	70
	PROTECT-09
	Data Loss Prevention
	Preventive / Detective
	Clauses 6.1 and 8.1; Annex A 5.14, 8.10, 8.11, and 8.12
	Clauses 6.1, 8.2, 8.5, and 8.7; Annex A Controls 5, 7, 8, and 9
	Manage
	AC-4, SC-7, SI-4
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA data protection requirements;
Indirectly: California Civil Code §1798.81.5(b)

	85
	PROTECT-24
	AI Output Safety Controls
	Preventive / Detective
	Clauses 6.1, 8.1, and 9.1; Annex A 5.12, 5.14, 8.12, 8.16, 8.25, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	SI-15
	California Reference: Emerging: CPRA ADMT regulations;
Emerging: California AI supply chain governance considerations;
Indirectly: California Civil Code §1798.81.5(b)

	Control Type: Detective    (19 controls)

	32
	AILC-08
	Deployment Authorization & Release Control
	Detective
	Clauses 6.1, 8.1, and 8.3;
Annex A 5.8, 8.32, and 8.33
	Clauses 6.1, 8.2, 8.3, and 8.5;
Annex A Controls 5, 6, 9, and 10
	Manage
	CA-6, CM-3
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) deployment governance rulemaking

	33
	AILC-09
	AI System Monitoring
	Detective
	Clauses 8.1, 9.1, and 10.1;
Annex A 5.7, 5.36, 8.15, and 8.16
	Clauses 8.5, 9.1, and 10.1;
Annex A Controls 8, 9, 10, and 11
	Measure
	CA-7, SI-4
	California Reference: California Civil Code §1798.81.5(b);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) AI monitoring rulemaking

	41
	ASSET-06
	Asset Ownership & Accountability
	Detective
	Clauses 5.9, 5.10, and 5.13;
Annex A 5.9, 5.10, and 5.13
	Clauses 5.3, 7.5, and 8.2;
Annex A Controls 2, 5, and 6
	Map / Measure
	CM-8
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	86
	DETECT-01
	Logging & Event Generation
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-2, AU-3, AU-12
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	87
	DETECT-02
	Centralized Log Management
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15 and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-4, AU-6, AU-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	88
	DETECT-03
	Continuous Monitoring
	Detective
	Clauses 8.1, 9.1, and 10.1; Annex A 8.16
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	CA-7, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	89
	DETECT-04
	Endpoint Detection & Response
	Detective
	Clauses 8.1 and 9.1; Annex A 8.7, 8.8, 8.15, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	SI-3, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	90
	DETECT-05
	Network Monitoring
	Detective
	Clauses 8.1 and 9.1; Annex A 8.20, 8.21, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	91
	DETECT-06
	User & Entity Behavior Analytics
	Detective
	Clauses 8.1 and 9.1; Annex A 5.15, 5.16, 8.15, and 8.16
	Clauses 8.2, 8.5, 8.7, and 9.1; Annex A Controls 5, 7, 8, and 9
	Measure
	AC-2, AU-6, SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: behavioral monitoring and profiling considerations; Indirectly: California Civil Code §1798.81.5(b)

	92
	DETECT-07
	Threat Intelligence Integration
	Detective
	Clauses 5.7, 8.1, and 9.1; Annex A 5.7 and 8.16
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	PM-16, SI-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	93
	DETECT-08
	Alerting & Escalation
	Detective
	Clauses 8.1 and 9.1; Annex A 5.24, 5.25, 5.26, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-6, SI-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	94
	DETECT-09
	Detection Rule Management
	Detective
	Clauses 8.1, 9.1, and 10.1; Annex A 8.16
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	SI-4
	California Reference: Not Applicable

	95
	DETECT-10
	AI Model Monitoring
	Detective
	Clauses 8.1 and 9.1; Annex A 8.16, 8.17, and 8.23
	Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
	Measure
	CA-7, SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI monitoring and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)

	96
	DETECT-11
	Data Access Monitoring
	Detective
	Clauses 5.15, 5.18, 8.15, and 8.16
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-2, AU-6
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA access monitoring expectations; Indirectly: California Civil Code §1798.81.5(b)

	97
	DETECT-12
	Security Event Classification
	Detective
	Clauses 5.24, 5.25, 5.26, 8.16, and 9.1
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Measure
	AU-6, IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	98
	DETECT-13
	Detection Coverage & Gaps Analysis
	Detective
	Clauses 9.1 and 10.1; Annex A 8.16 and 8.17
	Clauses 8.2, 8.5, 9.1, and 10.1; Annex A Controls 8 and 9
	Measure
	CA-2, CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	99
	DETECT-14
	Log Integrity & Protection
	Detective
	Clauses 8.1 and 9.1; Annex A 8.15, 8.16, and 8.24
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 8 and 9
	Measure
	AU-9
	California Reference: California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); CCPA/CPRA integrity and safeguarding expectations; Indirectly: California Civil Code §1798.81.5(b)

	100
	DETECT-15
	Time Synchronization
	Detective
	Clauses 8.1 and 8.15; Annex A 8.17
	Clauses 8.2 and 8.5; Annex A Controls 8 and 9
	Measure
	AU-8, SC-45
	California Reference: Not Applicable

	101
	DETECT-16
	AI Abuse & Misuse Detection
	Detective
	Clauses 8.1, 8.16, and 9.1; Annex A 8.16, 8.23, and 8.28
	Clauses 8.2, 8.4, 8.5, 8.7, and 9.1; Annex A Controls 6, 7, 8, and 9
	Measure
	SI-4
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI misuse and abuse detection considerations; Indirectly: California Civil Code §1798.81.5(b)

	Control Type: Detective / Corrective    (1 control)

	103
	RESPOND-02
	Incident Identification & Reporting
	Detective / Corrective
	Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, and 5.26
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, IR-6
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	Control Type: Detective / Preventive    (1 control)

	79
	PROTECT-18
	Configuration Drift & Compliance Monitoring
	Detective / Preventive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 8.9, 8.16, and 8.17
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-6, CA-7
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	Control Type: Corrective / Responsive    (19 controls)

	35
	AILC-11
	Model Explainability & Traceability
	Corrective / Responsive
	Clauses 7.5, 8.1, and 9.1;
Annex A 5.31, 5.37, and 8.32
	Clauses 7.5, 8.2, 8.5, and 9.1;
Annex A Controls 8, 9, and 10
	Measure
	–
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
Emerging: CPRA Automated Decision-Making Technology (ADMT) Regulations;
Emerging: California Privacy Protection Agency (CPPA) explainability and transparency rulemaking

	102
	RESPOND-01
	Incident Response Framework
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, and 5.29
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-1, IR-8
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	104
	RESPOND-03
	Incident Triage & Classification
	Corrective / Responsive
	Clauses 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, and 5.28
	Clauses 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, IR-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	105
	RESPOND-04
	Incident Containment
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, and 8.7
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	106
	RESPOND-05
	Incident Eradication
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 8.7, and 8.8
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	107
	RESPOND-06
	Incident Recovery Coordination
	Corrective / Responsive
	Clauses 8.1 and 10.1; Annex A 5.24, 5.26, 5.27, 5.29, 5.30, and 8.13
	Clauses 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-4, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	108
	RESPOND-07
	Incident Communication
	Corrective / Responsive
	Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
	Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6
	California Reference: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	109
	RESPOND-08
	Regulatory & Legal Reporting
	Corrective / Responsive
	Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.31, 5.34, 5.24, 5.26, and 5.28
	Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6, IR-8
	California Reference: California Civil Code §1798.82; California Consumer Privacy Act (CCPA); California Privacy Rights Act (CPRA); breach notification and regulatory reporting requirements

	110
	RESPOND-09
	Incident Documentation & Case Management
	Corrective / Responsive
	Clauses 7.5, 8.1, 9.1, and 10.1; Annex A 5.24, 5.26, 5.27, 5.28, and 5.29
	Clauses 7.5, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-5
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	113
	RESPOND-12
	Third-Party Incident Coordination
	Corrective / Responsive
	Clauses 4.2, 6.1, 7.4, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.24, 5.26, and 5.28
	Clauses 4.2, 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	IR-6, SR-8
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor incident coordination expectations under §1798.81.5(b)

	114
	RESPOND-13
	AI Incident Handling
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.24, 5.25, 5.26, 5.27, 5.28, 8.16, 8.23, and 8.28
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	IR-4, IR-8
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI incident response and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)

	116
	RECOVER-02
	Disaster Recovery Planning
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, and 8.14
	Clauses 6.1, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2, CP-6, CP-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	117
	RECOVER-03
	Backup & Restoration
	Corrective / Responsive
	Clauses 6.1, 8.1, and 9.1; Annex A 8.13, 8.14, and 5.30
	Clauses 6.1, 8.2, 8.5, and 9.1; Annex A Controls 5, 8, and 9
	Manage
	CP-9, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	121
	RECOVER-07
	Crisis Management & Coordination
	Corrective / Responsive
	Clauses 6.1, 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
	Clauses 6.1, 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	122
	RECOVER-08
	Communication During Recovery
	Corrective / Responsive
	Clauses 7.4, 8.1, and 10.1; Annex A 5.24, 5.29, and 5.30
	Clauses 7.4, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	CP-2
	California Reference: California Civil Code §1798.82; California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	123
	RECOVER-09
	Third-Party Recovery Dependencies
	Corrective / Responsive
	Clauses 4.2, 6.1, 8.1, and 10.1; Annex A 5.19, 5.20, 5.21, 5.22, 5.29, and 5.30
	Clauses 4.2, 6.1, 8.2, 8.5, and 10.1; Annex A Controls 5, 8, and 9
	Manage
	SA-9, CP-8, SR-2
	California Reference: CCPA; CPRA; California Civil Code §1798.100–1798.199; supplier and contractor recovery dependency expectations under §1798.81.5(b)

	124
	RECOVER-10
	AI System Recovery
	Corrective / Responsive
	Clauses 6.1, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 8.13, 8.14, 8.16, 8.23, and 8.28
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, and 10.1; Annex A Controls 5, 6, 7, 8, and 9
	Manage
	CP-2, CP-10
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI recovery and automated decision-making continuity; Indirectly: California Civil Code §1798.81.5(b)

	127
	IMPROVE-02
	Corrective Action Management
	Corrective / Responsive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	CA-5, PM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	131
	IMPROVE-06
	Lessons Learned Integration
	Corrective / Responsive
	Clauses 9.1, 10.1, and 10.2; Annex A 5.27
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	IR-4, CP-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	Control Type: Corrective / Detective    (4 controls)

	111
	RESPOND-10
	Post-Incident Analysis
	Corrective / Detective
	Clauses 9.1, 10.1, and 10.2; Annex A 5.27 and 5.29
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	IR-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	119
	RECOVER-05
	Recovery Testing & Exercises
	Corrective / Detective
	Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.29, 5.30, 6.3, 8.13, and 8.14
	Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
	Measure / Manage
	CP-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	125
	RECOVER-11
	Recovery Validation & Assurance
	Corrective / Detective
	Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 5.29, 5.30, 8.13, 8.14, and 8.16
	Clauses 8.2, 8.5, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	CP-4, CP-10
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	133
	IMPROVE-08
	Change Validation & Post-Implementation Review
	Corrective / Detective
	Clauses 8.1, 9.1, 10.1, and 10.2; Annex A 8.32
	Clauses 8.2, 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Measure / Manage
	CM-3, CM-4
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	Control Type: Corrective / Preventive    (6 controls)

	73
	PROTECT-12
	Backup Protection
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 8.13
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 8, and 9
	Manage
	CP-9
	California Reference: California Civil Code §1798.81.5(b);
Indirectly: California Government Code §11549.3

	81
	PROTECT-20
	Secure Disposal of Data & Assets
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 7.10, 7.14, 8.10, and 8.11
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 5, 7, 8, and 9
	Manage
	MP-6, SR-12
	California Reference: California Consumer Privacy Act (CCPA);
California Privacy Rights Act (CPRA);
CCPA/CPRA disposal and retention safeguard expectations;
Indirectly: California Civil Code §1798.81.5(b)

	112
	RESPOND-11
	Incident Response Testing & Exercises
	Corrective / Preventive
	Clauses 7.2, 8.1, 9.1, and 10.1; Annex A 5.24, 5.29, 5.30, and 6.3
	Clauses 7.2, 8.2, 8.5, 9.1, and 10.1; Annex A Controls 5, 6, 8, and 9
	Measure / Manage
	IR-3
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	120
	RECOVER-06
	Alternate Processing & Redundancy
	Corrective / Preventive
	Clauses 6.1 and 8.1; Annex A 8.14
	Clauses 6.1, 8.2, and 8.5; Annex A Controls 8 and 9
	Manage
	CP-6, CP-7, CP-8
	California Reference: Not Applicable

	132
	IMPROVE-07
	Control Optimization & Maturity Advancement
	Corrective / Preventive
	Clauses 9.1, 10.1, and 10.2
	Clauses 9.1, 10.1, and 10.2; Annex A Controls 5, 8, and 9
	Manage
	CA-7
	California Reference: California Civil Code §1798.81.5(b); Indirectly: California Government Code §11549.3

	136
	IMPROVE-11
	AI Model Lifecycle Improvement
	Corrective / Preventive
	Clauses 6.1, 8.1, 9.1, 10.1, and 10.2; Annex A 8.25, 8.28, and 8.29
	Clauses 6.1, 8.2, 8.4, 8.5, 8.7, 9.1, 10.1, and 10.2; Annex A Controls 5, 6, 7, 8, and 9
	Measure / Manage
	–
	California Reference: Emerging: CPRA ADMT regulations; Emerging: AI lifecycle improvement and automated decision-making oversight; Indirectly: California Civil Code §1798.81.5(b)
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