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90 Day Action Plan Playbook
[bookmark: _Toc235608528][bookmark: _Toc238909623][bookmark: purpose-and-how-to-use-this-playbook]Purpose and How to Use This Playbook
This playbook converts self-assessment results from the AI Cybersecurity and AI Governance Assessment Manual into an actionable 90 Day plan for each jurisdiction. It is organized into four Lines of Effort (LOEs) aligned to the manual’s four control types. Within each LOE, taskers are tailored to five maturity scoring bands so a jurisdiction works on what actually moves it to the next level.
[bookmark: _Toc235608529][bookmark: _Toc238909624][bookmark: building-a-jurisdictions-plan]Building a Jurisdiction’s Plan
1. Score: Complete the self-assessment and compute the average maturity score for the controls in each LOE (a jurisdiction may sit in different bands for different LOEs).
1. Select: For each LOE, go to the band matching that LOE’s average score and select taskers from the list of ten. Selecting 5-7 per LOE is a realistic 90-day load for most jurisdictions; all ten form a full menu.
1. Sequence: Each tasker carries a suggested phase (Days 1-30, 31-60, 61-90). Phases reflect natural dependencies; jurisdictions may re-phase based on resources.
1. Assign: Give every selected tasker a named owner and a completion criterion (the evidence that would satisfy an assessor).
1. Re-assess: At day 90, re-score the affected controls, record progress, and build the next 90-day plan from the same playbook - moving up a band where earned.
[bookmark: _Toc235608530][bookmark: _Toc238909625][bookmark: reading-the-controls-covered-column]Reading the Controls Covered Column
Taskers are written generically so any jurisdiction can execute them regardless of tooling or organization. Each tasker lists the control IDs from the assessment manual that the work primarily advances, so progress can be traced directly back to re-assessment scores. Some taskers cite controls from adjacent domains where the work naturally crosses LOE boundaries (hybrid control types).
[bookmark: _Toc235608531][bookmark: _Toc238909626][bookmark: maturity-bands]Maturity Bands
	Band
	Transition
	90 Day Focus

	0 to 1
	Nonexistent to Initial
	Establish the foundation. Controls are absent or unevidenced; the priority is naming owners, standing up minimum viable capability, and creating the first artifacts.

	1 to 2
	Initial to Defined
	Formalize and document. Practices exist informally; the priority is converting them into approved, written, repeatable standards and procedures.

	2 to 3
	Defined to Implemented
	Implement consistently. Documentation exists but execution is inconsistent; the priority is enforcing the documented control everywhere in scope and generating evidence.

	3 to 4
	Implemented to Managed
	Measure and manage. Controls operate consistently; the priority is metrics, reporting, independent validation, and management review of effectiveness.

	4 to 5
	Managed to Optimized
	Optimize and automate. Controls are measured; the priority is automation, proactive improvement, predictive capability, and cross-jurisdiction leadership.


[bookmark: _Toc235608532][bookmark: _Toc238909627][bookmark: lines-of-effort]Lines of Effort
LOE 1 - Directive Controls: Establish expectations, requirements, and governance direction: policies, standards, governance structures, risk management frameworks, AI lifecycle direction, and compliance obligations. Draws primarily on the GOV, RISK, AILC, ASSET, and IMPROVE domains.
LOE 2 - Preventive Controls: Reduce the likelihood of incidents before they occur: identity and access management, secure configuration, encryption, vulnerability and patch management, and AI model safeguards. Draws primarily on the IAM, PROTECT, and AILC domains.
LOE 3 - Detective Controls: Identify and alert on anomalies, incidents, and control failures: logging, monitoring, threat detection, and AI drift and misuse detection. Draws primarily on the DETECT domain plus AI monitoring controls in AILC.
LOE 4 - Corrective / Responsive Controls: Contain, remediate, and recover from incidents and failures: incident response, containment, recovery, continuity, and corrective action. Draws primarily on the RESPOND, RECOVER, and IMPROVE domains.
[bookmark: _Toc235608533][bookmark: _Toc238909628][bookmark: loe-1-directive-controls]

LOE 1 — Directive Controls
Establish expectations, requirements, and governance direction: policies, standards, governance structures, risk management frameworks, AI lifecycle direction, and compliance obligations. Draws primarily on the GOV, RISK, AILC, ASSET, and IMPROVE domains.
[bookmark: _Toc238909629][bookmark: score-0-to-1-nonexistent-to-initial]Score 0 to 1: Nonexistent to Initial (LOE 1 — Directive Controls)
90-day objective: Establish the foundation. Controls are absent or unevidenced; the priority is naming owners, standing up minimum-viable capability, and creating the first artifacts.
	#
	Tasker
	Phase
	Controls Covered

	1
	Designate accountable governance leadership. Name an accountable cybersecurity/AI governance lead and alternates, and charter a governance body with basic decision authority.
	Days 1-30
	GOV-01, GOV-02, GOV-03

	2
	Identify legal and regulatory obligations. Compile the jurisdiction’s applicable privacy, breach notification, and AI obligations (e.g., CCPA/CPRA) into a simple obligations list.
	Days 1-30
	GOV-05, GOV-11

	3
	Inventory existing policies and directives. Collect whatever policies, memos, or directives exist today and map them against the control library to expose gaps.
	Days 1-30
	GOV-04

	4
	Adopt the maturity model and schedule self-assessment. Formally adopt the 0-5 maturity model and calendar the first full self-assessment and re-assessment date.
	Days 1-30
	GOV-09, IMPROVE-01

	5
	Stand up a basic risk register. Create a simple risk register (spreadsheet is acceptable) with basic likelihood/impact scoring and capture the top 10 known risks.
	Days 31-60
	RISK-01, RISK-02, RISK-05

	6
	Begin asset, data, and AI use-case inventory. Start an inventory of critical systems, sensitive data stores, and any AI systems or tools currently in use.
	Days 31-60
	ASSET-01, ASSET-02, AILC-01

	7
	Draft an umbrella cybersecurity and AI governance policy. Draft a single foundational policy covering security, privacy, and responsible AI expectations for leadership approval.
	Days 31-60
	GOV-04, GOV-07

	8
	Define an initial AI use case intake step. Require any new AI use case to be registered and approved through a simple intake form before adoption.
	Days 61-90
	AILC-01, AILC-02

	9
	Publish an acceptable use directive including AI tools. Issue basic acceptable-use rules for systems, data, and public AI tools, and communicate them to all staff.
	Days 61-90
	ASSET-07, PROTECT-14

	10
	Deliver an executive risk briefing and roadmap. Brief executives on top risks, legal obligations, and a 12-month maturity roadmap to secure sponsorship and resources.
	Days 61-90
	GOV-03, GOV-08


[bookmark: _Toc238909630][bookmark: score-1-to-2-initial-to-defined]Score 1 to 2: Initial to Defined (LOE 1 — Directive Controls)
90-day objective: Formalize and document. Practices exist informally; the priority is converting them into approved, written, repeatable standards and procedures.
	#
	Tasker
	Phase
	Controls Covered

	1
	Formalize the governance charter. Document decision rights, accountabilities, RACI, and meeting cadence for the governance body and obtain executive approval.
	Days 1-30
	GOV-01, GOV-02

	2
	Document the risk management methodology. Write down risk criteria, scoring, treatment options, and acceptance authority so risk work is repeatable.
	Days 1-30
	RISK-01, RISK-03, RISK-04

	3
	Build a compliance obligations register. Convert the obligations list into a maintained register that maps each law or regulation to responsible owners and controls.
	Days 1-30
	GOV-05, GOV-11

	4
	Convert informal practices into approved policies. Draft, approve, and publish written policies for the practices currently done by habit, with version control and owners.
	Days 31-60
	GOV-04

	5
	Consolidate the risk register and assign owners. Merge scattered risk lists into one register, score consistently, and assign a named owner and treatment plan to each top risk.
	Days 31-60
	RISK-05, RISK-04

	6
	Document AI lifecycle stages and approval gates. Define the stages an AI system passes through (intake, design, validation, deployment, retirement) and the required approvals at each gate.
	Days 31-60
	AILC-01, AILC-04, AILC-10

	7
	Establish data classification and handling requirements. Publish a data classification scheme with handling requirements per level, including AI training data.
	Days 31-60
	ASSET-03, ASSET-04

	8
	Adopt responsible AI principles and transparency commitments. Document ethics principles, transparency/disclosure expectations, and accountability for AI-assisted decisions.
	Days 61-90
	GOV-07, GOV-12, GOV-13

	9
	Publish third-party and vendor risk requirements. Define minimum security and AI requirements for vendors, including AI supply chain expectations, and embed them in procurement.
	Days 61-90
	RISK-07, PROTECT-23

	10
	Institute a policy review cycle and document control. Set review frequency, ownership, and document control standards so policies stay current.
	Days 61-90
	GOV-04, GOV-10


[bookmark: _Toc238909631][bookmark: score-2-to-3-defined-to-implemented]Score 2 to 3: Defined to Implemented (LOE 1 — Directive Controls)
90-day objective: Implement consistently. Documentation exists but execution is inconsistent; the priority is enforcing the documented control everywhere in scope and generating evidence.
	#
	Tasker
	Phase
	Controls Covered

	1
	Verify policies are operating as written. Sample recent decisions and records against each approved policy and remediate where practice diverges from the document.
	Days 1-30
	GOV-01, GOV-04

	2
	Enforce risk assessment on all new initiatives. Make documented risk assessment a mandatory step for every new project and AI intake, with no undocumented exceptions.
	Days 1-30
	RISK-02, RISK-03, AILC-01

	3
	Operationalize governance meetings with records. Run the governance body on cadence with agendas, minutes, decisions, and tracked action items as auditable evidence.
	Days 1-30
	GOV-03, GOV-08

	4
	Complete inventories to full coverage. Close gaps in asset, data, and AI inventories, assign owners to every entry, and capture data lineage for key flows.
	Days 31-60
	ASSET-01, ASSET-02, ASSET-06, ASSET-09

	5
	Classify all in-scope AI systems. Apply the AI classification scheme and intended-use/misuse documentation to every AI system in the inventory.
	Days 31-60
	AILC-02, AILC-03

	6
	Execute algorithmic impact assessments for high-risk AI. Complete impact assessments for AI affecting high-risk users or consequential decisions and document mitigations.
	Days 31-60
	RISK-09, RISK-10

	7
	Launch the internal audit program. Approve an annual audit plan, execute the first control audits, and route findings into corrective action.
	Days 31-60
	GOV-09, IMPROVE-04

	8
	Implement data subject rights procedures end-to-end. Stand up intake, verification, fulfillment, and recordkeeping for consumer/data subject requests within statutory timelines.
	Days 61-90
	GOV-11

	9
	Deliver role-based policy and AI training. Train staff on the policies relevant to their roles, including AI responsibilities, and record completion.
	Days 61-90
	PROTECT-14, IMPROVE-10

	10
	Track policy exceptions and corrective actions. Implement a formal exception process with expiry dates and track corrective actions from audits and reviews to closure.
	Days 61-90
	GOV-10, IMPROVE-01


[bookmark: _Toc238909632][bookmark: score-3-to-4-implemented-to-managed]Score 3 to 4: Implemented to Managed (LOE 1 — Directive Controls)
90-day objective: Measure and manage. Controls operate consistently; the priority is metrics, reporting, independent validation, and management review of effectiveness.
	#
	Tasker
	Phase
	Controls Covered

	1
	Define governance key performance indicators (KPIs) and a reporting dashboard. Select measurable indicators (policy compliance, risk treatment aging, audit findings) and build a recurring dashboard.
	Days 1-30
	GOV-08, IMPROVE-03

	2
	Establish measurable risk appetite statements. Approve risk appetite and tolerance statements with quantitative thresholds that guide acceptance decisions.
	Days 1-30
	GOV-06

	3
	Formalize executive risk reporting cadence. Set a standing executive/board reporting rhythm with a defined format covering cyber, privacy, and AI risk posture.
	Days 1-30
	GOV-03, GOV-08

	4
	Measure policy compliance rates. Instrument compliance measurement (attestations, sampling, automated checks) and report exception trends to governance.
	Days 31-60
	GOV-04, IMPROVE-03, IMPROVE-12

	5
	Track risk treatment service level agreements (SLAs) and aging. Set treatment timelines by risk tier, measure aging against them, and escalate overdue treatments.
	Days 31-60
	RISK-04, RISK-08

	6
	Hold quarterly management reviews. Conduct documented management reviews of Information Security Management System (ISMS)/AI Management System (AIMS) performance with decisions on resources and improvement.
	Days 31-60
	GOV-03, GOV-08

	7
	Feed incident and audit results into the risk register. Close the loop by updating risk scores and treatments based on incidents, audit findings, and monitoring results.
	Days 31-60
	IMPROVE-09, RISK-08

	8
	Commission an independent assessment. Obtain an external audit or independent assessment of governance and AI controls and act on the findings.
	Days 61-90
	GOV-09, IMPROVE-05

	9
	Measure AI transparency and accountability compliance. Audit disclosure practices and decision accountability records for AI systems against policy and emerging automated decision making technology (ADMT) expectations.
	Days 61-90
	GOV-12, GOV-13

	10
	Benchmark maturity across jurisdictions. Compare maturity scores with peer jurisdictions, identify leaders per domain, and set improvement targets.
	Days 61-90
	IMPROVE-01, IMPROVE-03


[bookmark: _Toc238909633][bookmark: score-4-to-5-managed-to-optimized]Score 4 to 5: Managed to Optimized (LOE 1 — Directive Controls)
90-day objective: Optimize and automate. Controls are measured; the priority is automation, proactive improvement, predictive capability, and cross-jurisdiction leadership.
	#
	Tasker
	Phase
	Controls Covered

	1
	Deploy or extend a governance, risk and compliance (GRC) platform. Automate policy lifecycle, risk register, obligations, and control assessments in a GRC tool to replace manual tracking.
	Days 1-30
	GOV-04, RISK-05, IMPROVE-12

	2
	Automate regulatory horizon scanning. Stand up automated monitoring of emerging law and rulemaking (e.g., ADMT regulations) feeding the obligations register.
	Days 1-30
	GOV-05

	3
	Streamline governance decision paths. Analyze decision throughput, remove redundant approval layers, and delegate low-risk decisions with guardrails.
	Days 1-30
	GOV-01, GOV-10

	4
	Implement continuous compliance monitoring. Automate evidence collection and control-state monitoring so compliance posture is visible in near real time.
	Days 31-60
	IMPROVE-12

	5
	Introduce predictive risk analytics. Use trend and scenario analytics for horizon scanning of emerging cyber and AI risks tied to appetite thresholds.
	Days 31-60
	RISK-08, GOV-06

	6
	Automate policy attestation and exception workflows. Digitize attestations, exception requests, expirations, and renewals with automatic escalation.
	Days 31-60
	GOV-04, IMPROVE-12

	7
	Integrate AI governance into strategy and budgeting. Make AI risk posture and maturity targets explicit inputs to strategic planning and budget allocation.
	Days 61-90
	GOV-03, GOV-06

	8
	Publish an external transparency report. Publicly report on AI governance practices, disclosures, and outcomes to build accountability and trust.
	Days 61-90
	GOV-12

	9
	Lead a cross-jurisdiction community of practice. Convene peer jurisdictions to share policies, assessment results, and lessons, exporting mature practices.
	Days 61-90
	GOV-10, IMPROVE-01

	10
	Run an annual optimization review. Retire redundant controls, tune the risk model, and refresh the framework based on measured performance.
	Days 61-90
	GOV-10, RISK-01


[bookmark: _Toc235608534][bookmark: _Toc238909634][bookmark: loe-2-preventive-controls]


LOE 2 — Preventive Controls
Reduce the likelihood of incidents before they occur: identity and access management, secure configuration, encryption, vulnerability and patch management, and AI model safeguards. Draws primarily on the IAM, PROTECT, and AILC domains.
[bookmark: _Toc238909635][bookmark: score-0-to-1-nonexistent-to-initial-1]Score 0 to 1: Nonexistent to Initial (LOE 2 — Preventive Controls)
90-day objective: Establish the foundation. Controls are absent or unevidenced; the priority is naming owners, standing up minimum-viable capability, and creating the first artifacts.
	#
	Tasker
	Phase
	Controls Covered

	1
	Inventory accounts and remove dormant access. Enumerate all user accounts on critical systems and disable dormant, orphaned, and departed-user accounts.
	Days 1-30
	IAM-01, IAM-02

	2
	Enforce MFA on remote and privileged access. Turn on multi-factor authentication for all remote access and administrator accounts as the first hard preventive win.
	Days 1-30
	IAM-03, IAM-08

	3
	Identify and restrict privileged accounts. List all admin/privileged accounts, remove unneeded privileges, and separate admin from daily-use accounts.
	Days 1-30
	IAM-05

	4
	Deploy baseline endpoint protection. Ensure every endpoint runs current anti-malware/endpoint protection with centralized visibility.
	Days 1-30
	PROTECT-06, PROTECT-08

	5
	Patch critical and known-exploited vulnerabilities. Establish a basic patching rhythm prioritizing internet-facing systems and known-exploited vulnerabilities.
	Days 31-60
	PROTECT-04, PROTECT-05

	6
	Apply secure configuration baselines to key systems. Harden the most critical systems against a recognized benchmark (e.g., CIS) starting with default credentials and unused services.
	Days 31-60
	PROTECT-03

	7
	Enable encryption for devices and sensitive data. Turn on full-disk encryption for laptops and enforce encryption in transit for sensitive services.
	Days 31-60
	PROTECT-01, PROTECT-02

	8
	Start protected backups for critical systems. Implement backups for critical systems with at least one offline or immutable copy.
	Days 31-60
	PROTECT-12

	9
	Implement basic network segmentation. Review firewall rules and separate critical systems and management interfaces from general user networks.
	Days 61-90
	PROTECT-07

	10
	Publish safe AI use rules. Issue rules for AI tool use — no sensitive data in public tools, human review of consequential outputs — and communicate them.
	Days 61-90
	PROTECT-22, PROTECT-24, AILC-07


[bookmark: _Toc238909636][bookmark: score-1-to-2-initial-to-defined-1]Score 1 to 2: Initial to Defined (LOE 2 — Preventive Controls)
90-day objective: Formalize and document. Practices exist informally; the priority is converting them into approved, written, repeatable standards and procedures.
	#
	Tasker
	Phase
	Controls Covered

	1
	Document identity lifecycle procedures. Write joiner/mover/leaver procedures with timelines for provisioning and deprovisioning access.
	Days 1-30
	IAM-02

	2
	Define an access control standard. Document least privilege, role-based access, and segregation-of-duties requirements for all systems.
	Days 1-30
	IAM-04, IAM-07

	3
	Formalize the security awareness program. Document required training content, frequency, and tracking for all staff, including AI-specific risks.
	Days 1-30
	PROTECT-14

	4
	Document credential and machine identity standards. Set standards for password/credential management, vaulting, and service and machine account ownership.
	Days 31-60
	IAM-11, IAM-12

	5
	Formalize vulnerability and patch management SLAs. Document scanning frequency and remediation timelines by severity, with an exception process.
	Days 31-60
	PROTECT-04, PROTECT-05

	6
	Document configuration baselines and change management. Publish hardened baseline standards per platform and require changes to go through a documented process.
	Days 31-60
	PROTECT-03, PROTECT-11

	7
	Establish cryptographic and key management standards. Document approved algorithms, encryption requirements by data class, and key lifecycle procedures.
	Days 31-60
	PROTECT-01, PROTECT-02

	8
	Define secure development requirements. Document secure coding, code review, and application security testing requirements for internal and vendor development.
	Days 61-90
	PROTECT-10, PROTECT-15

	9
	Document data loss prevention (DLP) and masking safeguards. Define DLP scope and rules for sensitive data movement, plus masking/anonymization requirements for non-production and AI use.
	Days 61-90
	PROTECT-09, PROTECT-13

	10
	Define pre-deployment AI validation and oversight requirements. Document required model validation, human oversight points, and sign-off before any AI system goes live.
	Days 61-90
	AILC-06, AILC-07


[bookmark: _Toc238909637][bookmark: score-2-to-3-defined-to-implemented-1]Score 2 to 3: Defined to Implemented (LOE 2 — Preventive Controls)
90-day objective: Implement consistently. Documentation exists but execution is inconsistent; the priority is enforcing the documented control everywhere in scope and generating evidence.
	#
	Tasker
	Phase
	Controls Covered

	1
	Enforce patch SLAs across all in-scope assets. Bring all assets into the patching program, measure SLA compliance, and formally track exceptions.
	Days 1-30
	PROTECT-04, PROTECT-05

	2
	Enforce third-party access controls. Apply time-bound, least-privilege, MFA-protected access for all vendor and partner accounts.
	Days 1-30
	IAM-09

	3
	Enforce encryption everywhere. Close gaps in at-rest and in-transit encryption including APIs and interfaces, with key rotation operating on schedule.
	Days 1-30
	PROTECT-01, PROTECT-02, PROTECT-17

	4
	Automate provisioning and deprovisioning. Tie account creation and removal to HR events so access changes happen consistently and on time.
	Days 31-60
	IAM-02

	5
	Deploy privileged access management. Implement credential vaulting, session monitoring, and just-in-time elevation for privileged accounts.
	Days 31-60
	IAM-05, IAM-11

	6
	Enforce hardened baselines with tooling. Use configuration management tooling to apply baselines consistently and flag deviations.
	Days 31-60
	PROTECT-03, PROTECT-18

	7
	Enforce pre-deployment AI validation gates. Require documented model validation and human-oversight sign-off before every AI deployment, with no bypasses.
	Days 31-60
	AILC-06, AILC-07

	8
	Implement DLP for classified data. Deploy DLP in alert-then-block mode for the highest data classifications across email, web, and endpoints.
	Days 61-90
	PROTECT-09

	9
	Embed security testing in development pipelines. Integrate static/dynamic testing and dependency scanning into build pipelines with defined failure thresholds.
	Days 61-90
	PROTECT-10, PROTECT-15

	10
	Implement AI input and prompt-injection defenses. Apply input validation, prompt-injection filtering, and output safety controls on AI interfaces and APIs.
	Days 61-90
	PROTECT-22, PROTECT-17, PROTECT-24


[bookmark: _Toc238909638][bookmark: score-3-to-4-implemented-to-managed-1]Score 3 to 4: Implemented to Managed (LOE 2 — Preventive Controls)
90-day objective: Measure and manage. Controls operate consistently; the priority is metrics, reporting, independent validation, and management review of effectiveness.
	#
	Tasker
	Phase
	Controls Covered

	1
	Run measured access recertification campaigns. Execute periodic access reviews with completion and revocation metrics reported to governance.
	Days 1-30
	IAM-06, IAM-04

	2
	Measure vulnerability remediation performance. Track mean time to remediate and exposure trends by severity and asset criticality; escalate misses.
	Days 1-30
	PROTECT-04

	3
	Report preventive control KPIs to governance. Build a preventive-control scorecard (patching, access, encryption, training) reviewed on cadence.
	Days 1-30
	IMPROVE-03, GOV-08

	4
	Deploy configuration compliance dashboards. Measure baseline compliance continuously with drift alerts and remediation tracking.
	Days 31-60
	PROTECT-03, PROTECT-18

	5
	Test adversarial robustness of production models. Conduct adversarial machine learning testing (evasion, poisoning, extraction) on production models and remediate weaknesses.
	Days 31-60
	PROTECT-21, PROTECT-16

	6
	Measure training effectiveness. Use phishing simulations and role-based assessments to measure behavior change, not just completion.
	Days 31-60
	PROTECT-14

	7
	Analyze and remediate segregation-of-duties (SoD) conflicts. Run SoD conflict analysis across key systems and report remediation progress.
	Days 31-60
	IAM-07

	8
	Adopt a measurable zero trust roadmap. Define zero trust milestones (identity, device, network, workload) with metrics for each phase.
	Days 61-90
	IAM-13

	9
	Verify AI supply chain assurance. Require and verify software bill of materials (SBOMs), model provenance, and third-party AI component attestations.
	Days 61-90
	PROTECT-23

	10
	Measure and tune data protection effectiveness. Review DLP and integrity-control performance, tune policies against false positives/negatives, and report trends.
	Days 61-90
	PROTECT-09, PROTECT-19


[bookmark: _Toc238909639][bookmark: score-4-to-5-managed-to-optimized-1]Score 4 to 5: Managed to Optimized (LOE 2 — Preventive Controls)
90-day objective: Optimize and automate. Controls are measured; the priority is automation, proactive improvement, predictive capability, and cross-jurisdiction leadership.
	#
	Tasker
	Phase
	Controls Covered

	1
	Implement risk-based automated patching. Automate patch deployment with canary rings and rollback, prioritized by exploitability and asset criticality.
	Days 1-30
	PROTECT-05, PROTECT-04

	2
	Provide secure-by-default platform templates. Offer pre-hardened templates for new services and AI workloads so teams inherit protection automatically.
	Days 1-30
	PROTECT-10, PROTECT-16

	3
	Move to phishing-resistant, just-in-time access. Deploy passwordless/phishing-resistant authentication and just-in-time privileged access enterprise-wide.
	Days 31-60
	IAM-03, IAM-05, IAM-13

	4
	Enforce policy-as-code guardrails. Codify configuration and infrastructure policies so non-compliant changes are blocked or auto-remediated.
	Days 31-60
	PROTECT-03, PROTECT-18

	5
	Run continuous attack-surface and control validation. Use automated attack-surface management and breach-and-attack simulation to continuously validate preventive controls.
	Days 31-60
	PROTECT-04, PROTECT-07

	6
	Predict and preempt control drift. Apply analytics to configuration and control telemetry to predict failures before they create exposure.
	Days 31-60
	PROTECT-18

	7
	Automate machine identity management. Issue short-lived, automatically rotated credentials for services, workloads, and AI pipelines.
	Days 61-90
	IAM-12, IAM-11

	8
	Deploy adaptive AI guardrails. Continuously red-team AI systems and auto-tune input/output filters and model protections based on findings.
	Days 61-90
	PROTECT-21, PROTECT-22, PROTECT-24

	9
	Automate data-centric protection. Drive encryption, masking, and access decisions automatically from continuous data discovery and classification.
	Days 61-90
	PROTECT-13, PROTECT-09

	10
	Optimize the preventive tool stack. Consolidate overlapping tools, retire low-value controls, and reinvest in highest-impact protections based on measured performance.
	Days 61-90
	PROTECT-06, PROTECT-08


[bookmark: _Toc235608535][bookmark: _Toc238909640][bookmark: loe-3-detective-controls]


LOE 3 — Detective Controls
Identify and alert on anomalies, incidents, and control failures: logging, monitoring, threat detection, and AI drift and misuse detection. Draws primarily on the DETECT domain plus AI monitoring controls in AILC.
[bookmark: _Toc238909641][bookmark: score-0-to-1-nonexistent-to-initial-2]Score 0 to 1: Nonexistent to Initial (LOE 3 — Detective Controls)
90-day objective: Establish the foundation. Controls are absent or unevidenced; the priority is naming owners, standing up minimum-viable capability, and creating the first artifacts.
	#
	Tasker
	Phase
	Controls Covered

	1
	Enable logging on critical systems. Turn on native audit logging for authentication, administrative actions, and AI platforms on critical systems.
	Days 1-30
	DETECT-01

	2
	Define the minimum monitoring scope. Identify crown-jewel systems and document the minimum set that must be monitored first.
	Days 1-30
	DETECT-03, DETECT-13

	3
	Enable time synchronization. Point all systems at authoritative network time protocol sources so event timelines are reconstructable.
	Days 1-30
	DETECT-15

	4
	Subscribe to threat advisories. Sign up for CISA, MS-ISAC, and sector advisories and route them to a named owner for action.
	Days 1-30
	DETECT-07

	5
	Centralize logs from critical systems. Forward critical-system logs to a central store (basic security information and event management (SIEM) or managed service) with defined retention.
	Days 31-60
	DETECT-02

	6
	Deploy endpoint detection and response (EDR) alerting. Enable EDR or centrally-alerting anti-malware on endpoints and servers, starting with critical assets.
	Days 31-60
	DETECT-04

	7
	Create a basic alert triage procedure. Document who reviews alerts, how often, and who to call, with an after-hours contact path.
	Days 31-60
	DETECT-08

	8
	Define reportable events and a staff reporting channel. Tell staff what to report (phishing, lost devices, odd AI behavior) and give them a simple channel.
	Days 31-60
	RESPOND-02, DETECT-12

	9
	Establish a manual log review cadence. Until automation exists, schedule recurring manual reviews of critical-system and sensitive-data access logs.
	Days 61-90
	DETECT-03, DETECT-11

	10
	Log basic AI system activity. Capture usage, inputs/outputs metadata, and errors for AI systems so misuse and failures are visible.
	Days 61-90
	DETECT-10, DETECT-16


[bookmark: _Toc238909642][bookmark: score-1-to-2-initial-to-defined-2]Score 1 to 2: Initial to Defined (LOE 3 — Detective Controls)
90-day objective: Formalize and document. Practices exist informally; the priority is converting them into approved, written, repeatable standards and procedures.
	#
	Tasker
	Phase
	Controls Covered

	1
	Document a logging standard. Define required log sources, event types, retention periods, and formats across the environment.
	Days 1-30
	DETECT-01, DETECT-02

	2
	Document monitoring and alerting procedures. Write severity definitions, triage steps, and escalation paths so alert handling is repeatable.
	Days 1-30
	DETECT-03, DETECT-08, DETECT-12

	3
	Expand log coverage to all in-scope systems. Bring cloud services, APIs, and remaining systems into centralized logging per the standard.
	Days 31-60
	DETECT-02, DETECT-01

	4
	Define risk-mapped detection use cases. Document the detection use cases that map to top risks (e.g., via MITRE ATT&CK) as the rule-development backlog.
	Days 31-60
	DETECT-09, DETECT-13

	5
	Formalize full-fleet EDR deployment. Document and execute a plan to reach complete endpoint detection coverage with health monitoring.
	Days 31-60
	DETECT-04

	6
	Define network monitoring scope. Document where intrusion detection system (IDS)/flow monitoring is required and the traffic types to watch at key segments.
	Days 31-60
	DETECT-05

	7
	Document the escalation matrix to response. Define when a detection becomes an incident and exactly how it hands off to the response process.
	Days 31-60
	DETECT-08, RESPOND-02

	8
	Define AI monitoring requirements. Document required monitoring for model drift, performance degradation, and abuse/misuse for each AI system class.
	Days 61-90
	DETECT-10, DETECT-16, AILC-09

	9
	Protect log integrity. Document and apply integrity controls — restricted access, immutability or write-once storage, tamper alerts.
	Days 61-90
	DETECT-14

	10
	Establish sensitive data access monitoring. Define and enable monitoring of access to the most sensitive data stores, including AI training data.
	Days 61-90
	DETECT-11


[bookmark: _Toc238909643][bookmark: score-2-to-3-defined-to-implemented-2]Score 2 to 3: Defined to Implemented (LOE 3 — Detective Controls)
90-day objective: Implement consistently. Documentation exists but execution is inconsistent; the priority is enforcing the documented control everywhere in scope and generating evidence.
	#
	Tasker
	Phase
	Controls Covered

	1
	Tune and validate SIEM correlation rules. Test detection rules against simulated events, tune noisy rules, and retire ones that never fire truthfully.
	Days 1-30
	DETECT-09, DETECT-02

	2
	Achieve full EDR coverage with compliance reporting. Close endpoint coverage gaps and report deployment/health compliance on cadence.
	Days 1-30
	DETECT-04

	3
	Operationalize consistent alert monitoring. Staff and run alert monitoring (24/7 or defined hours) with documented triage on every actionable alert.
	Days 31-60
	DETECT-03, DETECT-08

	4
	Deploy network detection at key segments. Implement IDS/Network Detection and Response (NDR) visibility at boundaries and sensitive segments per the documented scope.
	Days 31-60
	DETECT-05

	5
	Integrate threat intelligence into detection. Feed indicator and TTP intel into the SIEM for automated matching against logs.
	Days 31-60
	DETECT-07

	6
	Enforce log integrity and verify coverage. Confirm every in-scope source is logging per standard and integrity controls are demonstrably working.
	Days 31-60
	DETECT-14, DETECT-01

	7
	Baseline behavior analytics for high-risk users. Implement User/Entity Behavior Analytics (UEBA) baselines for privileged and high-risk accounts and route anomalies into triage.
	Days 61-90
	DETECT-06

	8
	Stand up AI model monitoring dashboards. Deploy drift, performance, and misuse monitoring with alert thresholds for production AI systems.
	Days 61-90
	DETECT-10, DETECT-16, AILC-09

	9
	Run a detection gap assessment. Map current detections against ATT&CK and top risks, then remediate the highest-priority gaps.
	Days 61-90
	DETECT-13, DETECT-09

	10
	Drill the alert-to-incident handoff. Exercise the detection-to-response handoff with the response team and fix friction points found.
	Days 61-90
	DETECT-08, RESPOND-02


[bookmark: _Toc238909644][bookmark: score-3-to-4-implemented-to-managed-2]Score 3 to 4: Implemented to Managed (LOE 3 — Detective Controls)
90-day objective: Measure and manage. Controls operate consistently; the priority is metrics, reporting, independent validation, and management review of effectiveness.
	#
	Tasker
	Phase
	Controls Covered

	1
	Measure detection speed and alert quality. Track mean time to detect, false-positive rate, and alert closure metrics; set improvement targets.
	Days 1-30
	DETECT-03, DETECT-08

	2
	Measure log coverage and pipeline health. Report percentage of in-scope sources logging correctly and ingest-health SLAs, with alerting on silent sources.
	Days 1-30
	DETECT-01, DETECT-02

	3
	Adopt a detection engineering lifecycle. Manage detection rules like code: versioned, peer-reviewed, tested, and mapped to threats.
	Days 31-60
	DETECT-09

	4
	Validate coverage with purple-team exercises. Run attacker-emulation exercises to prove detections fire, and remediate gaps found.
	Days 31-60
	DETECT-13

	5
	Prioritize alerts with asset and risk context. Enrich alerting with asset criticality and identity context so the riskiest alerts surface first.
	Days 31-60
	DETECT-08, DETECT-12

	6
	Establish an intel-driven hunt cadence. Run scheduled threat hunts from intelligence and hypothesis, with documented findings feeding new detections.
	Days 31-60
	DETECT-07

	7
	Report AI monitoring metrics to governance. Report drift, performance, and misuse-detection metrics for production AI to the governance body.
	Days 61-90
	DETECT-10, DETECT-16

	8
	Expand insider-risk analytics and measure efficacy. Broaden UEBA and data-access analytics; measure true-positive value of anomaly detections.
	Days 61-90
	DETECT-06, DETECT-11

	9
	Continuously audit log integrity and time sync. Automate recurring verification of log immutability, access, and clock accuracy with exception reporting.
	Days 61-90
	DETECT-14, DETECT-15

	10
	Benchmark Security Operations Center (SOC) performance. Compare monitoring metrics against peers and industry baselines; set targets for the next cycle.
	Days 61-90
	DETECT-03


[bookmark: _Toc238909645][bookmark: score-4-to-5-managed-to-optimized-2]Score 4 to 5: Managed to Optimized (LOE 3 — Detective Controls)
90-day objective: Optimize and automate. Controls are measured; the priority is automation, proactive improvement, predictive capability, and cross-jurisdiction leadership.
	#
	Tasker
	Phase
	Controls Covered

	1
	Automate alert enrichment and triage. Use SOAR to auto-enrich, deduplicate, and triage alerts so analysts start from investigation-ready cases.
	Days 1-30
	DETECT-08

	2
	Adopt predictive, intel-led hunting. Shift hunting from reactive to predictive using threat modeling of your specific environment and AI estate.
	Days 1-30
	DETECT-07

	3
	Implement detection-as-code with automated testing. Deploy detections through continuous integration and continuous delivery (CI/CD) with automated regression tests against replayed attack data.
	Days 31-60
	DETECT-09

	4
	Tune ML-assisted anomaly detection continuously. Run machine-learning detection models with continuous feedback loops from analyst dispositions.
	Days 31-60
	DETECT-06, DETECT-03

	5
	Run continuous breach simulation into detections. Automate continuous attack simulation whose results automatically open detection-gap work items.
	Days 31-60
	DETECT-13

	6
	Maintain a live coverage map. Keep an automatically updated dashboard of detection coverage versus ATT&CK and top risks.
	Days 31-60
	DETECT-13

	7
	Deploy real-time AI observability. Implement streaming drift and misuse detection with automatic alerts wired to rollback triggers.
	Days 61-90
	DETECT-10, AILC-09

	8
	Automate pipeline self-healing. Detect and auto-remediate broken log sources and ingest failures without analyst intervention.
	Days 61-90
	DETECT-01, DETECT-02

	9
	Federate visibility across jurisdictions. Share detections, indicators, and telemetry standards with peer jurisdictions for collective defense.
	Days 61-90
	DETECT-02, DETECT-07

	10
	Close the loop from every incident. Institutionalize a rule that every incident and exercise produce new or improved detections, tracked to deployment.
	Days 61-90
	DETECT-09, IMPROVE-06


[bookmark: _Toc235608536][bookmark: _Toc238909646][bookmark: loe-4-corrective-responsive-controls]


LOE 4 — Corrective / Responsive Controls
Contain, remediate, and recover from incidents and failures: incident response, containment, recovery, continuity, and corrective action. Draws primarily on the RESPOND, RECOVER, and IMPROVE domains.
[bookmark: _Toc238909647][bookmark: score-0-to-1-nonexistent-to-initial-3]Score 0 to 1: Nonexistent to Initial (LOE 4 — Corrective / Responsive Controls)
90-day objective: Establish the foundation. Controls are absent or unevidenced; the priority is naming owners, standing up minimum-viable capability, and creating the first artifacts.
	#
	Tasker
	Phase
	Controls Covered

	1
	Name incident response (IR) leadership. Designate an IR lead and alternates and publish an emergency contact list reachable after hours.
	Days 1-30
	RESPOND-01

	2
	Create an incident quick-reference guide. Produce a 1-2 page guide: who to call, first steps, what not to do (e.g., don’t wipe systems).
	Days 1-30
	RESPOND-01, RESPOND-03

	3
	Open a staff incident reporting channel. Give staff one clear way to report suspected incidents and acknowledge every report.
	Days 1-30
	RESPOND-02

	4
	Map breach notification obligations. Identify regulatory and legal notification requirements and deadlines that apply to the jurisdiction.
	Days 31-60
	RESPOND-08

	5
	Verify backups and perform a first test restore. Confirm critical-system backups exist and prove one can actually be restored.
	Days 31-60
	RECOVER-03, PROTECT-12

	6
	List critical functions and recovery priorities. Identify the business functions and systems that must come back first after a disruption.
	Days 31-60
	RECOVER-01, RECOVER-04

	7
	Line up external response help. Identify IR retainer options, cyber insurance requirements, and state/federal assistance before they’re needed.
	Days 31-60
	RESPOND-12

	8
	Write a basic containment playbook. Document simple containment actions: isolate a host, disable an account, block an address, preserve evidence.
	Days 61-90
	RESPOND-04

	9
	Create an incident log template. Standardize a simple incident journal capturing timeline, actions, and decisions for any event.
	Days 61-90
	RESPOND-09

	10
	Define AI incident types and first response. Define what counts as an AI incident (harmful output, model failure, misuse) and initial handling steps including how to disable a system.
	Days 61-90
	RESPOND-13


[bookmark: _Toc238909648][bookmark: score-1-to-2-initial-to-defined-3]Score 1 to 2: Initial to Defined (LOE 4 — Corrective / Responsive Controls)
90-day objective: Formalize and document. Practices exist informally; the priority is converting them into approved, written, repeatable standards and procedures.
	#
	Tasker
	Phase
	Controls Covered

	1
	Document a full incident response plan. Write the IR plan with roles, severity levels, and phase-by-phase procedures, and get it approved.
	Days 1-30
	RESPOND-01, RESPOND-03

	2
	Document backup and restoration procedures. Formalize backup schedules, scope, protection, and step-by-step restoration procedures.
	Days 1-30
	RECOVER-03

	3
	Develop scenario playbooks. Write playbooks for top scenarios — ransomware, business email compromise, data breach, AI misuse.
	Days 31-60
	RESPOND-04, RESPOND-05, RESPOND-13

	4
	Document the incident communication plan. Define internal, public, and regulator communication procedures with pre-drafted templates.
	Days 31-60
	RESPOND-07, RESPOND-08

	5
	Formalize business continuity and disaster recovery (BC/DR) plans. Document BC/DR plans with approved recovery time objective and recovery point objective (RTO/RPO) targets for critical systems.
	Days 31-60
	RECOVER-01, RECOVER-02, RECOVER-04

	6
	Establish corrective action tracking. Create a process to log, assign, and track corrective actions from incidents and reviews to closure.
	Days 31-60
	IMPROVE-02

	7
	Define the post-incident review process. Document when and how post-incident reviews occur, with a template feeding lessons into improvements.
	Days 61-90
	RESPOND-10, IMPROVE-06

	8
	Embed incident coordination in vendor contracts. Require third parties to report incidents within defined timelines and cooperate in response.
	Days 61-90
	RESPOND-12

	9
	Document AI recovery procedures. Define rollback, kill-switch, and model-restore procedures for AI systems, including decision authority.
	Days 61-90
	RECOVER-10, RESPOND-13

	10
	Document crisis management and alternate communications. Define the crisis structure above IR and communication paths that work when primary systems are down.
	Days 61-90
	RECOVER-07, RECOVER-08


[bookmark: _Toc238909649][bookmark: score-2-to-3-defined-to-implemented-3]Score 2 to 3: Defined to Implemented (LOE 4 — Corrective / Responsive Controls)
90-day objective: Implement consistently. Documentation exists but execution is inconsistent; the priority is enforcing the documented control everywhere in scope and generating evidence.
	#
	Tasker
	Phase
	Controls Covered

	1
	Operationalize triage and classification. Apply documented triage and severity classification to every incident, with records to prove it.
	Days 1-30
	RESPOND-03, RESPOND-09

	2
	Implement incident case management. Use a case management approach (tool or disciplined tracker) so every incident has a complete record.
	Days 1-30
	RESPOND-09

	3
	Run a tabletop exercise. Exercise the IR plan against a top scenario with all key players; capture and assign gaps.
	Days 31-60
	RESPOND-11

	4
	Test restores against RTO/RPO. Restore critical systems from backup under measured conditions and compare results to targets.
	Days 31-60
	RECOVER-03, RECOVER-05

	5
	Exercise containment and eradication playbooks. Run playbooks in live or simulated events, time the steps, and refine based on what breaks.
	Days 31-60
	RESPOND-04, RESPOND-05

	6
	Verify third-party incident SLAs. Confirm vendor notification SLAs and escalation paths work — test the contacts, not just the contract.
	Days 31-60
	RESPOND-12, RECOVER-09

	7
	Hold post-incident reviews consistently. Conduct reviews for all significant incidents and track resulting actions to verified closure.
	Days 61-90
	RESPOND-10, IMPROVE-02

	8
	Mock the regulatory notification workflow. Walk a mock breach through legal review and notification drafting against statutory deadlines.
	Days 61-90
	RESPOND-08, RESPOND-07

	9
	Run a disaster recovery exercise. Exercise DR for a critical system including alternate processing arrangements; measure against RTO/RPO.
	Days 61-90
	RECOVER-02, RECOVER-05, RECOVER-06

	10
	Exercise the AI incident playbook. Simulate a harmful-output or model-failure event and execute rollback/kill-switch procedures end to end.
	Days 61-90
	RESPOND-13, RECOVER-10


[bookmark: _Toc238909650][bookmark: score-3-to-4-implemented-to-managed-3]Score 3 to 4: Implemented to Managed (LOE 4 — Corrective / Responsive Controls)
90-day objective: Measure and manage. Controls operate consistently; the priority is metrics, reporting, independent validation, and management review of effectiveness.
	#
	Tasker
	Phase
	Controls Covered

	1
	Measure response performance. Track mean time to respond/contain and other response KPIs by severity; set targets and escalate misses.
	Days 1-30
	RESPOND-03, RESPOND-04

	2
	Report corrective action closure metrics. Measure closure rates and aging of corrective actions and report trends to the governance body.
	Days 1-30
	IMPROVE-02, RESPOND-10

	3
	Run an escalating exercise program. Execute an annual program of exercises with increasing complexity, measuring performance each time.
	Days 31-60
	RESPOND-11, RECOVER-05

	4
	Measure recovery tests against objectives. Compare every recovery test to RTO/RPO, publish results, and remediate systems that miss.
	Days 31-60
	RECOVER-05, RECOVER-11

	5
	Trend incidents for systemic causes. Analyze incident data across time for root-cause patterns and address the systemic issues, not just symptoms.
	Days 31-60
	RESPOND-10, IMPROVE-06

	6
	Integrate lessons learned into controls. Route lessons from incidents and exercises into control changes, training updates, and new detections — and verify the changes stick.
	Days 31-60
	IMPROVE-06, IMPROVE-08

	7
	Run a cross-functional crisis exercise. Exercise crisis management with executives, communications, legal, and operations together.
	Days 61-90
	RECOVER-07, RESPOND-07

	8
	Audit documentation and notification timeliness. Audit incident records for completeness and regulatory notifications for timeliness; fix process gaps.
	Days 61-90
	RESPOND-09, RESPOND-08

	9
	Validate third-party recovery dependencies. Obtain attestations or run joint tests with critical vendors whose recovery you depend on.
	Days 61-90
	RECOVER-09, RESPOND-12

	10
	Measure AI incident response effectiveness. Track time-to-rollback and containment effectiveness for AI incidents and improve procedures accordingly.
	Days 61-90
	RESPOND-13, RECOVER-10


[bookmark: _Toc238909651][bookmark: score-4-to-5-managed-to-optimized-3]Score 4 to 5: Managed to Optimized (LOE 4 — Corrective / Responsive Controls)
90-day objective: Optimize and automate. Controls are measured; the priority is automation, proactive improvement, predictive capability, and cross-jurisdiction leadership.
	#
	Tasker
	Phase
	Controls Covered

	1
	Automate containment for common incidents. Use SOAR to execute pre-approved containment (isolate host, disable account) automatically for well-understood incident types.
	Days 1-30
	RESPOND-04

	2
	Benchmark response and recovery capability. Compare response and recovery metrics against industry benchmarks and set optimization targets.
	Days 1-30
	RESPOND-11, RECOVER-11

	3
	Adopt continuous resilience testing. Introduce chaos-engineering style failover testing so recovery capability is proven continuously, not annually.
	Days 31-60
	RECOVER-05, RECOVER-06

	4
	Orchestrate automated recovery. Automate recovery workflows for critical services targeting near-zero RTO with validated integrity.
	Days 31-60
	RECOVER-02, RECOVER-03

	5
	Deploy real-time incident dashboards. Provide live incident status with predictive escalation so leadership sees impact as it develops.
	Days 31-60
	RESPOND-03, RESPOND-09

	6
	Close the loop automatically. Auto-generate corrective actions and control-change requests from incident data, tracked to verified completion.
	Days 31-60
	IMPROVE-02, IMPROVE-06, IMPROVE-11

	7
	Automate regulatory reporting workflows. Pre-approve templates and automate assembly of required notification content against each deadline clock.
	Days 61-90
	RESPOND-08, RESPOND-07

	8
	Build cross-jurisdiction mutual aid. Establish mutual-aid agreements and joint exercises with peer jurisdictions for large-scale events.
	Days 61-90
	RESPOND-12, RECOVER-07

	9
	Implement AI self-healing with human confirmation. Wire drift/misuse detection to automatic rollback or kill-switch with a human confirmation step.
	Days 61-90
	RECOVER-10, RESPOND-13

	10
	Simulate novel AI failure modes. Run proactive crisis simulations of emerging AI failure scenarios before they occur in production.
	Days 61-90
	RESPOND-11, RESPOND-13



