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[bookmark: _Toc535511651]Plan Overview
[bookmark: _Hlk38368983][bookmark: _Hlk38362989]Technology Recovery Plans (TRP) seek to quickly redirect available resources towards the restoration and recovery of data and information systems following a disaster. TRPs are a critical subset of an organization’s larger Continuity of Operations (COOP) Plan, which helps the organization prepare for, prevent, and recover from potential threats. While COOP plans address all facets of an organization, TRPs specifically focus on technology. TRPs identify recovery priorities, procedures, and resources that should be used when responding to various disasters. Additionally, TRPs differ from Incident Response Plans, which focus on information gathering and coordinated decision making to address a specific incident. Priorities for technology recovery should be consistent with priorities for recovery of essential business functions developed during a Business Impact Analysis (BIA).
This TRP enables the efficient recovery of critical systems and helps your organization avoid further damage or disruption to mission-critical operations. Executing this plan will minimize recovery time and possible delays, help show due diligence on the organization’s part for legal purposes, improve security, and mitigate potentially damaging impacts caused by taking action without a clearly defined and tested plan.
[bookmark: _Hlk38382008]Template Guidance
This template can be used as a guide to develop a TRP for your organization. To aid in development, it includes a variety of guidance language throughout. This guidance language falls into three categories: development guidance, best practices, and additional resources. Throughout the template, this guidance language is included in tables with the icons depicted below in Table 1. 
[bookmark: _Ref40187269]Table 1: Overview of Template Guidance
	Icon
	Usage

	[image: ]
	Development Guidance: Development guidance is included throughout the document to indicate specific instructions to complete the plan. It offers supplemental information that may help organizations fill in placeholders.

	[image: ]
	Best Practice: The template will identify best practices for developing the plan (or conducting the assessments that inform the plan). In some cases, following these best practices is not required for plan completion; however, they will help enhance the plan’s quality and usefulness.

	[image: ]
	Additional Resource: In some cases, this template may reference external resources that provide useful context that will help organizations better understand a concept, collect information as part of plan development, or address other aspects of cyber planning.





This template also includes placeholders that prompt the inclusion of organization-specific information within the existing plan content. These placeholders are included in brackets, with bold blue text and a description of the prompt: [Review Placeholder Example]. Filling in each placeholder will allow you to customize the template to reflect your organization’s specific requirements, capabilities, priorities, and procedures. In some cases, placeholders are for discrete data points such names, positions, and contact information. In other cases, they are used to indicate areas to build-out a more detailed concept or procedure based on your specific organization’s priorities, resources, and concepts of operation. Where placeholders are not relevant to your organization, or you would prefer to exclude them for any reason, simply remove the prompt and customize the plan to your preferences.
To help guide development, there are example entries included in the tables throughout this template. These examples can help indicate the type of information that your organization may want to include and the associated format. Those examples entries should be removed as your organization’s information is inserted into the tables. 
Lastly, you will remove this “Preface” section from the final plan, given that it includes development assistance rather than plan content. When finalized, the plan should begin with the “Record of Changes” section.
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[bookmark: _Toc40693334]Record of Changes
Table 2: Record of Changes
	Change Number
	Section
	Date of Change
	Individual Making Change
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	Best Practice: Tracking all changes to the plan will help ensure that all individuals implementing or referencing the plan are using the most current version and fully understand where updates have been made since previous iterations. 
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[bookmark: _Toc40693336]Plan Approvals
By their signatures below, the following senior-level officials certify that they approve this Technology Recovery Plan (TRP) and fully understand the technology recovery procedures that are to be followed in the event of an incident.
	[image: ]
	Best Practice: Examples of senior-level officials that might approve a TRP include, but are not limited to City Managers, Chief Information Officers (CIO), Chief Technology Officers (CTO), and Chief Information Security Officers (CISO).



Approved: _______________________________ 	Date ____________ 
[Name/Title] 

Approved: _______________________________ 	Date ____________ 
[Name/Title] 

Approved: _______________________________ 	Date ____________ 
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[bookmark: _Toc40693337][bookmark: _Hlk37853659]Introduction
Executive Summary 
[Provide a brief introduction to your organization. The full description of your mission can be included in the “Organization Mission” section below]. 
Like most organizations, information technology (IT) services have become critical to performing [Add Organization Name]’s mission. As a result of this ever-increasing reliance on technology, IT services require a comprehensive TRP to re-establish services quickly and completely following a disaster, whether natural or manmade. The TRP should be activated immediately after a disaster strikes to enable the efficient recovery of critical systems and help the organization avoid further damage to mission-critical operations. Further benefits of effectively implementing and executing this TRP include minimizing recovery time and possible delays; preventing potential legal liability; improving security; and avoiding less informed, ad hoc decision-making during a disaster.
Objectives
The primary objective of this plan is to support business continuity by providing the ability to quickly and successfully redirect resources into restoring data and recovering IT services following a disaster.
Specific goals of this plan include:
To minimize the interruptions to normal operations.
To limit the extent of disruption and damage.
To minimize the economic impact of the interruption.
To establish alternative means of operation in advance.
To train personnel with emergency procedures.
To provide for smooth and rapid restoration of service.
To minimize confusion and errors when recovering from a disaster
[Insert additional goal(s) as identified by the organization]
Organization Mission
This plan is intended to ensure that the [Add Organization Name] can perform its mission at full capacity with limited interruption following a disaster impacting its technology and information systems. [Add Organization Name]’s mission is to [Describe Organization’s Mission]. 
Organization Chart
This plan applies to all [Add Organization Name] personnel. Personnel must be familiar with technology recovery policies and procedures and their respective roles and responsibilities. See the organization chart below for more information. 
[Attach a copy of your organization chart]
	[bookmark: _Hlk38285838][image: ]
	Development Guidance: Ensure that the organization chart included above captures all personnel or offices/departments relevant to executing this plan. Multiple organization charts can be included if necessary.


Organization Stakeholders
In addition to [Add Organization Name]’s personnel, this plan is inclusive of those stakeholders that rely directly on the organization to operate and perform their mission. Table 3 below lists those stakeholders and briefly describes the relationship between each entity. 
[bookmark: _Ref40184884]Table 3: Stakeholder List
	#
	Stakeholder Organization
	POC Contact Information
	Description of Relationship

	1
	Organization A
	· Phone: 123-555-5555
· Email: Organization@email.com
	We provide Organization A with the data and modeling that they require to perform their mission.

	2
	[Add Name]
	[Add Contact Information]
	[Add Description]

	3
	[Add Name]
	[Add Contact Information]
	[Add Description]

	4
	[Add Name]
	[Add Contact Information]
	[Add Description]

	5
	[Add Name]
	[Add Contact Information]
	[Add Description]



	[bookmark: _Hlk38346815][image: ]
	Development Guidance:  If your organization is responsible for recovering any technology services for another entity or provides IT infrastructure or services to another organization, this should be included in the table above. 


Communication Strategy
Communicating information to relevant parties during and following a disaster is a key emergency management priority. Efficient communication is more than a simple transfer of information—it must be timely, bi-directional, actionable, and aligned with incident objectives. Our communication strategy is described below. 
	[image: ]
	Development Guidance: While strategies for communication will vary greatly based on each organization’s size, resources, and work locations, there are several aspects that should be included in all communication strategies. As you develop your strategy, consider the following:
• What is the desired information flow (i.e., who is responsible for alerting and notifying other personnel of an incident or potential incident?)?
• What are the important types of communication that will need to occur and in what order?
• Who is responsible for making decisions and how can they maintain situational awareness?
• What technology is required to enable communications?
• Are external communications required (e.g., to stakeholders, vendors, or the media)?



[Describe the strategy that your organization uses to communicate following a disaster. Several tables and lists are included below to capture common information; however, you may need to develop additional tables and descriptions to capture all aspects of your organization’s specific strategy]
Notification Network
[Insert an organization chart or table to replace the example below showing how your organization approaches the initial notification process after an incident occurs or is believed to have occurred. This chart should depict who needs to notify all relevant personnel]

	[image: ]
	Development Guidance: The example organization chart can be replaced with one from your organization or you could populate it with your organization’s information.
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	Development Guidance:  If your organization has completed a Cyber Incident Response Plan that describes this notification network, you can either copy that same information into this section or simply refer to that plan for information on your organization’s notification network. 


Communications Tools and Systems
During an incident that impacts technology, it is vital to maintain communications will all relevant stakeholders through any available tools or systems. [Add Organization Name] has access to the following tools and systems to communicate both internally and externally:
[List all communications tools and systems used by your organization]
[List all communications tools and systems used by your organization]
[List all communications tools and systems used by your organization]
Potential Communications Obstacles and Solutions
Communications can face potential obstacles during and after a disaster, particularly if the incident impacts the operations of the tools and systems that are typically relied upon, or limits access to those tools and systems. Table 4 identifies obstacles that may impact [Add Organization Name]’s communications and solutions that can be implemented to mitigate the issues or identify alternative approaches to communicate.
[bookmark: _Ref40185179]Table 4: Potential Solutions or Mitigating Actions to Overcome Communications Obstacles
	Description of Obstacle
	Potential Solution or Mitigating Action

	Email service is disrupted preventing emails from being sent or received through Microsoft Outlook.
	Utilize the organization-wide text alert system to notify employees of next steps and where to refer for additional information.

	[Add Description]
	[Add Description]

	[Add Description]
	[Add Description]

	[Add Description]
	[Add Description]



Entities Providing Required Services 
	[bookmark: _Hlk38349477][image: ]
	Development Guidance:  If your organization does not currently rely on other entities to provide services described in this plan, you may delete this section. However, each time this plan is updated you should reevaluate your organization’s reliance on outside entities—you made need to add this section back into the plan if these relationships are developed. 


While most actions described in this plan are performed by [Add Organization Name]’s personnel, some require support from outside entities, to include partners and vendors. Table 5 lists those entities and provides a brief description of the services they provide, as related to technology recovery. 
[bookmark: _Ref40185199]Table 5: Entities Providing Technology Recovery Support
	#
	Entity Name
	POC Name
	POC Contact Information
	Description of Service(s) Provided

	1
	Cyber Support Inc.
	Jane Doe
	· Phone: 123-555-5555
· Email: email@email.com
	Provides data backup services.

	2
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]

	3
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]

	4
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]

	5
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]

	6
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]

	7
	[Add Entity Name]
	[Add POC Name]
	[Add Contact Information]
	[Add Description]
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[bookmark: _Toc40693338][bookmark: _Hlk37853757]Critical Business Functions
Critical Business Functions
[bookmark: _Hlk38366830]Critical business functions (also known as essential functions) are the activities and processes that must be restored in the event of a disruption to ensure the ability to protect organizational assets, meet needs, and satisfy regulations. Table 6 depicts [Add Organization Name]’s critical business functions, the level of criticality for each function (high, medium, and low), and the maximum acceptable outage timeframe for each function.
	[bookmark: _Hlk38440578][image: ]
	Development Guidance:   Maximum acceptable outage refers to the timeframe during which recovery must become effective before an outage compromises the ability of your organization to achieve its business objectives and/or its very survival as an organization. In other words, this is the time it would take for adverse impacts, which might arise as a result of not providing a product/service or performing an activity, to become unacceptable. 


[bookmark: _Ref40185314]Table 6: List of Critical Business Functions
	Function
	Description of Function
	Criticality
	Maximum Acceptable Outage

	Public Safety Alerts
	We provide notifications for all residents and visitors regarding public safety incidents (and suspected incidents) to registered wireless devices and email accounts.
	High
	48 hours

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]

	[Add Function Name]
	[Add Description]
	[Add Rating]
	[Add Time Period]



	[image: ]
	Development Guidance:   When determining the criticality of a business function, consider the following:
• What business objective/goal does this function support?
• How often does this function occur?
• How many departments perform this function?
• Are other functions dependent on this function for its successful completion?
• Is there a potential for fines, litigation, or other punishment for noncompliance due to a regulatory requirement?


Critical Function Recovery Objectives and Priorities
The Recovery Time Objective is the estimated time required to recover disrupted systems and resources. This is one aspect of the Maximum Acceptable Outages listed above. The second aspect of the Maximum Acceptable Outages is the Work Recovery Time, which reflects the estimated time required to get critical business functions up and running once the disrupted systems and resources are restored. Table 7 depicts the Recovery Time Objective and Work Recovery time for each identified critical business function. 
	[image: ]
	Best Practice:   It takes additional time to get critical business functions back up and running once the systems (hardware, software, and configuration) are restored. This is an area that some planners overlook. From a business function perspective, after systems are operational, there are additional steps that must be undertaken before the organization can operate as usual. These are critical steps and that time must be built into the Maximum Acceptable Outages.
For example, if a particular critical business function has a seven-day Maximum Acceptable Outage, the Recovery Time Objective might be two days. The remaining five days would be used to complete the other work required to bring that critical business function back online (Work Recovery Time).



[bookmark: _Ref40185357]Table 7: List of Estimated Recovery Time Objectives and Work Recovery Times for Critical Functions
	Critical Business Function
	Recovery Time Objective 
	Work Recovery Time

	Public Safety Alerts
	12 hours
	36 hours

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]

	[Add Function Name]
	[Add Timeframe]
	[Add Timeframe]



[bookmark: _Hlk38366765]Critical Function Recovery Priority Identification Process
These recovery priorities were identified through careful consideration of the tradeoffs between [Add Organization Name]’s functions and the availability of resources and personnel that can be devoted to technology recovery following an incident. 
[Provide a detailed description of the specific process(es) that your organization used to determine its recovery priorities].
	[bookmark: _Hlk38438882][image: ]
	Best Practice:  While there are many different ways that an organization can determine its recovery priorities in respect to its critical business functions, common approaches include performing a Business Impact Analysis (or referencing the Business Impact Analysis completed as part of a Continuity of Operations Plan) or convening a planning committee meeting(s) with relevant stakeholders. 




[bookmark: _Toc40693339][bookmark: _Hlk38439881][bookmark: _Hlk38439302]Critical Infrastructure, Systems, Information, and Controls
Critical Infrastructure
Table 8 depicts [Add Organization Name]’s critical infrastructure, systems, and controls, the level of criticality for each type of infrastructure (high, medium, and low), and the maximum acceptable outage timeframe for each. 
	[bookmark: _Hlk40090284][image: ]
	Best Practice:  When your organization is determining what to include in the table below, consider the technology and systems that are required to perform the critical business functions described above. These will vary widely by organization, but examples include:
• Data centers;
• Network connections;
• Identity management systems;
• Internal messaging systems;
• Wastewater systems;
• Payment portals; and
• Public safety dispatch systems.


[bookmark: _Ref40185401]Table 8: Critical Infrastructure Assets and Risk Information
	Infrastructure, System, or Control
	Description 
	Criticality
	Maximum Acceptable Outage

	Cloud Backup Service
	A remote service that provides our organization with a system for the backup, storage, and recovery of computer files.
	High
	48 hours

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]

	[Add List]
	[Add Description]
	[Add Rating]
	[Add Timeframe]



Critical Infrastructure Priority Identification Process
These recovery priorities were identified through careful consideration of the tradeoffs between the organization’s functions and the availability of resources and personnel that can be devoted to critical infrastructure recovery following an incident. 
[Provide a detailed description of the specific process(es) that your organization used to determine its recovery priorities].

[bookmark: _Toc40693340][bookmark: _Hlk37853923]Recovery Strategy
Plan Implementation
Depending on the severity of the impacts to [Add Organization Name]’s systems, certain aspects of this TRP may not need to be implemented. Table 9 describes what aspects of this plan will need to be implemented under different impact scenarios. 
[bookmark: _Ref40185449]Table 9: Plan Implementation by Impact Severity Level
	Incident Impact Severity
	Portion of Plan Implemented

	Minor Interruption of Service
	[Add Description]

	Total Service Failure
	[Add Description]

	Loss of Facility
	[Add Description]



	[image: ]
	Development Guidance:   Your organization may have a different approach to categorizing impact severity as it relates to your technology and systems. If so, you should replace the categories listed in the table above with those that are more appropriate for your organization. It may also be helpful to define your chosen levels of impact severity—either in the table or below the table—to enhance the plan’s specificity. 


Disaster Declaration
Personnel Authorized to Declare A Disaster or Resume Normal Operations
The following [Add Organization Name] employees listed in Table 10, are authorized to declare an IT systems disaster and also signal a resumption of normal processing.
	[image: ]
	Best Practice:  It is often best to keep the duties of the individual responsible for declaring an IT  systems disaster and signaling a resumption of normal processing separate from the direct incident response. For example, you may not want an IT Manager or Supervisor declaring a disaster or resumption of operations. Instead, consider the CISO, CIO, or City/County Manager.


[bookmark: _Ref40185495]Table 10: Authorized Personnel for Declaring Disaster/Resuming Normal Operations
	Name
	Position Title

	Jane Doe
	CISO

	[Add Name]
	[Add Position]

	[Add Name]
	[Add Position]



Plan Activation
This plan will be activated in response to internal or external threats to [Add Organization Name]’s information technology systems of Internal threats could include cyber-attack, earthquake, fire, bomb threat, loss of power or other utility or other incidents that threaten the staff and/or the facility. External threats include events that put the facility in danger. Examples might include severe weather or a disruptive incident in the community. Once a threat has been confirmed, [Add Individual(s) responsible for initiating this plan] will assess the situation and initiate the plan if necessary.
Resumption of Normal Operations
Once the threat has passed, equipment has been repaired or replaced, or a new work location has been built and stocked, the [Add individual(s) responsible within your organization] will assess the situation, declare the disaster over and resume normal operations.
Alternate Recovery Site(s)
A disaster recovery site can help mitigate the impact of technology disruption on an organization’s ability to operate. Disaster recovery sites fall into three types: Hot sites, cold sites, and warm sites. These sites may take the form of permanent facilities (e.g., office buildings or hotels) or more mobile options like trailers.
Hot Sites
A hot site serves as a backup site, which is continuously up and running, that allows an organization to continue normal operations very quickly after a disaster. Hot sites can be configured in a branch office, data center, or even in the cloud. It is vital that hot sites are online and must be available immediately, and are equipped with all the necessary hardware, software, network, and internet connectivity. Data is regularly backed up or replicated to the hot site so that it can be made fully operational in a minimal amount of time in the event of a disaster at the original site. 
Warm Sites
A warm site is another type of backup site; however, it is not as well-equipped as a hot site. Warm sites are configured with power, phone service, and network connection and may have servers and other resources. Unlike a hot site, a warm site is not ready for immediate switch over from the original site when an incident occurs that necessitates and alternate recovery site. 
Cold Sites
A cold site contains even fewer facilities than a warm site. Cold sites may contain tables, chairs, bathrooms, and basic technical facilities but will require days or even weeks to set up properly to enable operations. The cold site will require extensive support from engineering and IT personnel to get all necessary servers and equipment migrated and functional.
See Table 11 for a list of [Add Organization Name]’s pre-identified alternate recovery sites, as well as an indication of what resources are available and whether they are a hot, warm, or cold site.  
[bookmark: _Ref40185680]Table 11: Alternate Sites
	Site #
	Location
	Site Type 
	Phone Number
	Available Equipment/Resources

	1
	[Location]
	[Hot/Warm/Cold]
	[Number]
	[List]

	2
	[Location]
	[Hot/Warm/Cold]
	[Number]
	[List]

	3
	[Location]
	[Hot/Warm/Cold]
	[Number]
	[List]



	[image: ]
	Development Guidance:   Information on your organization’s recovery site(s) may already be included in your Continuity of Operations (COOP) Plan. If so, you may choose to reference back to the COOP Plan or copy that information into this section. 


Telework
Telework options enhance the resiliency and continuity capability of an organization. Telework arrangements allow employees to perform officially assigned duties at home or alternate work sites chosen by employees. If an incident occurs that prevents employees from working at their regular facility, the option of telework allows employees to perform essential functions off-site to keep the organization running.
[Include any information on your organization’s telework policy or plans for telework from your COOP Plan]
See Table 12 for a list of designated positions where associated duties may be performed remotely through telework.
[bookmark: _Ref40185738]Table 12: List of Designated Positions for Telework
	Position

	[Add Position]

	[Add Position]

	[Add Position]

	[Add Position]

	[Add Position]

	[Add Position]



	[image: ]
	Development Guidance: Not all organizations are technologically equipped for large-scale telework requirements. In other cases, the nature of the work prevents employees from teleworking. If your organization cannot support telework, you can remove this section from the plan. 



Technology Recovery Phases
The technology recovery process consists of two primary phases: Tactical Recovery and Strategic Recovery. The specifics procedures performed during recovery will largely depend on the actions taken by the Incident Response Team (as outlined in the [Add Organization Name] Cyber Incident Response Plan).
	[bookmark: _Hlk38441788][image: ]
	Development Guidance:   Organizations use different technology recovery phases to structure the work they perform based on their team structure, available resources, policies, and standard operating procedures. The phases listed and described below are only one example, as outlined by NIST in Special Publication 800-184 (Guide for Cybersecurity Event Recovery). Update the phases and their descriptions below based on the approach preferred by your organization. 


Tactical Recovery
The Tactical Recovery phase focuses on the steps taken immediately after an incident. The actions can be organized into the Initiation, Execution, and Termination stages. 
Initiation - Common actions performed during this stage include:
Receive a briefing from the incident response team to understand the extent of the cyber-event.
Determine the criticality and impact of the cyber incident.
Formulate an approach and set of specific actions (using this plan as a starting point).
Heighten monitoring and alerting of the network and systems.
Understand the adversary’s motivation.
Identify the adversary’s footprint on the infrastructure, command and control channels, and tools and techniques.
Inform all parties that the recovery activities have been initiated.
Execution - Common actions performed during this stage include:
Begin to execute the restoration by validating and implementing remediation countermeasures in coordination with the Incident Response Team and other information security personnel.
Restore additional business services and communicate the restoration status with predefined parties.
Track the actual time that critical services were unavailable or diminished, comparing the actual outage with agreed-upon service levels and recovery times.
Document any issues that arise, any indicators of compromise, and newly identified dependencies.
Coordinate with representatives from management, senior leadership, human resources, and legal to discuss appropriate notification activities.
Additional recovery steps are initialized, including external interactions and services to restore confidence and to protect constituents.
Validate the restored assets are fully functional and meet the security posture required by the organization's security team.
Termination - Common actions performed during this stage include:
Determine that termination criteria have been met and declare the end of the tactical recovery.
Stand down recovery team, and have staff return to their normal job functions.
Continue to monitor the infrastructure for potential persistency of malicious activities and inform the incident response and recovery team of any evidence.
Finalize the metrics collected during the incident.
Strategic Recovery
The Strategic Recovery phase has a longer-term scope and focuses on using the lessons learned from an incident to reduce the likelihood of future attacks. The actions can be further organized into the Planning and Execution, Metrics, and Recovery Improvement stages.
Planning and Execution - Common actions performed during this stage include:
Support the various communication teams as they interact with internal users and public customers.
Close the loop with external entities who have been involved during the Tactical Recovery phase.
Develop a plan to correct the root cause of the cyber incident.
Implement changes to strengthen the security posture of the organization.
Metrics - Common actions performed during this stage include:
After recovery is completed, review metrics that were collected.
Review achievement of any key milestones and assumptions that were made pre-recovery.
Recovery Plan Improvement - Common actions performed during this stage include:
Use lessons learned from the recovery process to enhance the TRP.
Cyber Insurance
A cyber insurance policy is designed to help an organization mitigate risk exposure by offsetting costs involved with recovery after a cyber-related security breach or similar incident. Table 13 identifies [Add Organization Name]’s cyber insurance policy as well as its term of coverage. 
	[image: ]
	Development Guidance: Your organization’s policy could go by different names. When identifying your organization’s cyber insurance policy details, consider that it may also be referred to as “cyber risk insurance” or “cyber liability insurance coverage.”
If your organization does not currently have cyber insurance, you can delete this section from your plan. However, when future updates to this plan are made you should add this information back in if your organization purchases cyber insurance. 


[bookmark: _Ref40357244]Table 13: Cyber Insurance Policy
	Insurance Provider
	Policy Number
	Policy Period

	[Add Provider Name]
	[Add Number]
	[Add Dates Covered]

	[Add Provider Name]
	[Add Number]
	[Add Dates Covered]



[Add Organization Name]’s cyber insurance covers the following expenses:
Investigation: A forensics investigation to determine what occurred, how to repair damage and how to prevent the same type of breach from occurring in the future. 
Business losses: Monetary losses experienced by network downtime, business interruption, data loss recovery, and costs involved in managing a crisis, which may involve repairing reputation damage.
Privacy and notification: Data breach notifications to stakeholders or the public, which are mandated by law, and credit monitoring for those whose information was breached.
Lawsuits and extortion: Legal expenses associated with the release of confidential information and intellectual property, legal settlements and regulatory fines. This may also include the costs of cyber extortion, such as from ransomware.
[Edit this list based on the specifics of your organization’s cyber insurance coverage]
Cyber insurance policies can differ widely, and it is important to fully understand the services provided under the plan to ensure aligned expectations and responsive support. For example, [Add Organization Name]’s cyber insurance policy [Insert any relevant details about the nuances of your organization’s cyber insurance policy]
	[image: ]
	Best Practice:  As you develop this section to highlight the specifics and nuances of your organization’s cyber insurance policy, consider the following:
• When is the support indicated under the policy available (e.g., does it include weekend coverage?)?
• How is the insurance policy activated (e.g., is there a process or particular information that needs to be captured?)?
• Are there certain costs that are not reimbursable under the plan that you believe should be highlighted? 
• Does the policy include helpful support pre-incident (e.g., does the cyber insurance plan provide an assessment of your systems, and if so, how often?)?
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[bookmark: _Toc40693341][bookmark: _Hlk37853978]Backup and Offsite Storage
Backup and Retention Schedules and Procedures
Table 14 lists the backup and retention schedules and procedures that are critical to the recovery of critical business applications and data, and critical infrastructure facilities, systems, controls and information. This is particularly critical given the credible threat of ransomware that encrypts data and holds the decryption key hostage for payment.
	[image: ]
	Development Guidance:   This table should include hardware and software (or specific data files) back-up and retention schedules and the personnel responsible for performing the back-up or retention activity. This should include the hardware and software located at an alternate site, as well as cloud resources. 


[bookmark: _Ref40185884]Table 14: Backup and Retention Schedules and Procedures
	#
	Hardware/Software (include version)
	Description of Backup or Retention Activity
	Frequency
	Personnel Responsible

	1
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	2
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	3
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	4
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	5
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	6
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	7
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	8
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	9
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	10
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	11
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	12
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	13
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	14
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]

	15
	[Add Name]
	[Add Description]
	[Add Frequency]
	[Add Position(s)]
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[bookmark: _Toc40693342]Roles and Responsibilities
Management and Personnel Teams
In the event of a disaster, [Add Organization Name] will use different teams to restore normal functionality. The different teams are as follows:
[bookmark: _Hlk38450381]Technology Recovery Lead
Disaster Management Team
Network Team
Server Team
Applications Team
[Update list to reflect your organization’s technology recovery teams, if applicable]
	[bookmark: _Hlk38434011][image: ]
	Development Guidance:   This section of the template assumes that your organization has identified specific technology recovery teams with clearly defined roles. The teams listed may vary depending on the size of your organization. Some teams/roles may be combined or may be split into more than one team If your organization’s recovery capabilities are organized differently, please modify the content of this chapter to reflect your personnel’s roles and responsibilities as they relate to technology recovery.


The lists of high-level roles and responsibilities in this section reflect the likely tasks that team members will have to perform. Disaster recovery team members will be responsible for performing all of the tasks below. In some disaster situations, Disaster recovery team members will be called upon to perform tasks not described in this section.
	[image: ]
	Development Guidance:   For this section of the plan, you can limit the descriptions to the high-level roles and responsibilities for each team or position. This will ensure that those who read this plan understand the teams that your organization has and how they fit into the “bigger picture” of technology recovery. More specific actions and their sequence can be described in the following “Technology Recovery Procedures” chapter.
The structure of the chapter below follows the list of management and teams above. If you modify that list to add addition teams specific to your organization or remove teams that your organization does not use, make sure to add or remove sections below to capture the high-level roles and responsibilities of your organization’s teams.


Technology Recovery Lead
The Disaster Recovery Lead is responsible for making all decisions related to the technology recovery efforts. This individual’s primary role is to guide and oversee the technology recovery process and all other individuals involved in the technology recovery process report to the Disaster Recovery Lead if an incident occurs. The Disaster Recovery Lead could be a CISO and is not to be a member of other recovery teams.
Roles and Responsibilities
[bookmark: _Hlk38437179]Typical roles and responsibilities of the Technology Recovery Lead include:
Determine that the organization is declaring that a disaster has occurred and trigger the use of the TRP.
Initiate the notification network to ensure all relevant stakeholders are notified that an incident has occurred. This will include communication with the risk management officials to activate any applicable insurance policies.
Oversee all of the technology recovery teams.
Organize and manage regular meetings of the team leads throughout the disaster.
[Update and add to this list to reflect the specific roles and responsibilities relevant to your organization]
Disaster Management Team
The Disaster Management Team oversees all disaster recovery actions and is the first team required to act in the event of a disaster. This team also evaluates the disaster and determine the steps required to get the organization back to regular operations.
	[image: ]
	Best Practice:   In a small organization, the roles performed by the Management Team may be performed by the Technology Recovery Lead.


Roles and Responsibilities
Typical roles and responsibilities of the Management Team include:
Determining what systems and processes have been impacted by the disaster.
Keeping the technology recovery teams on track with performance targets and goals.
Keeping a record of money spent during the technology recovery process.
Ensuring that all decisions made abide by the TRP and organizational policies. 
Notifying the relevant parties normal business functionality has been restored.
Summarizing all costs once normal business functionality has been restored and providing a report to the Technology Recovery Lead summarizing their activities during the disaster
[bookmark: _Hlk38437767][Update and add to this list to reflect the specific roles and responsibilities relevant to your organization]
Network Team
The Network Team is responsible for assessing damage specific to any network infrastructure and for provisioning data and voice network connectivity including WAN, LAN, and any telephony connections internally within the organization as well as telephony and data connections with external audiences. 
Roles and Responsibilities
[bookmark: _Hlk38437986]Typical roles and responsibilities of the Network Team include:
Determining which network services are not functioning.
Prioritizing the recovery of services in the manner and order that has the least business impact.
Communicating and coordinating with any third parties to ensure recovery of connectivity, as necessary.
Installing and implementing any tools, hardware, software and systems, as necessary.
[bookmark: _Hlk38438243][Update and add to this list to reflect the specific roles and responsibilities relevant to your organization]
Server Team
The Server Team is responsible for providing the physical server infrastructure required for the organization to run its IT operations and applications in the event of and during a disaster.
Roles and Responsibilities
[bookmark: _Hlk38438005]Typical roles and responsibilities of the Server Team include:
Determining which servers are not functioning.
Prioritizing the recovery of servers in the manner and order that has the least business impact. 
Ensuring that cloud servers and those at alternate sites are kept up to date with system patches, data copies, and application patches.
Ensuring that servers at alternate sites are backed up appropriately.
Installing and implementing any tools, hardware, and systems, as necessary.
[bookmark: _Hlk38438320][Update and add to this list to reflect the specific roles and responsibilities relevant to your organization]
Applications Team
The Applications Team is responsible for ensuring that the organization’s applications operate as required to meet business objectives in the event of and during a disaster. 
Roles and Responsibilities
Typical roles and responsibilities of the Applications Team include:
Determining which applications are not functioning. This will require communicating with all other organization business units. 
Prioritizing the recovery of applications in the manner and order that has the least business impact (i.e. payment portals, email, public safety dispatch). 
Patching, recoding, or rewriting applications as required.
[Update and add to this list to reflect the specific roles and responsibilities relevant to your organization]
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[bookmark: _Toc40693343]Technology Recovery Procedures
Procedures for Restoration
Building off of the high-level roles and responsibilities of the positions and teams described in the previous chapter of this plan, this section lists the specific activities for each position and team. These activities are organized by the technology recovery phases described in the “Recovery Strategy” chapter.
	[image: ]
	Development Guidance: This chapter is organized by the same recovery phases described in the “Recovery Strategy” chapter. If you edited or replaced those phases to make them more specific or relevant to your organization, you should make sure to apply those same changes to the content in this chapter. 



	[image: ]
	Best Practice: This section should contain all of the information needed for your organization to get back to its regular functionality after a disaster has occurred. It is important to incorporate information from all Standard Operating Procedures, playbooks, and other existing guidance in this section.
If your organization has specific network diagrams or other graphics that will help inform technology recovery, you can include them in this section or add them as annexes to the plan.



	[image: ]
	Additional Resource: For additional information on technology recovery, refer to NIST Special Publication 800-184: Guide for Cybersecurity Event Recovery.


Tactical Recovery Phase
Table 15 describes the actions that [Add Organization Name] will take during the Initiation stage of the Tactical Recovery and indicates who is responsible for performing each action.
[bookmark: _Ref40185968]Table 15: Tactical Recovery Actions – Initiation Stage
	[bookmark: _Hlk38451484]Action #
	Action Description
	Responsibility

	1
	Determine (in coordination with the Incident Response Team) which communications systems are still functional and/or not compromised; identify how the recovery team will communicate.
	[Add Position(s)]

	2
	Begin conducting a comprehensive inventory and integrity check of all backups, identifying and mapping all backup storage devices and enumerating the backup points available for restoration
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]

	9
	[Add Action Description]
	[Add Position(s)]

	10
	[Add Action Description]
	[Add Position(s)]



Table 16 describes the actions that [Add Organization Name] will take during the Execution stage of the Tactical Recovery and indicates who is responsible for performing each action.
[bookmark: _Ref40186043]Table 16: Tactical Recovery Actions – Execution Stage
	Action #
	Action Description
	Responsibility

	1
	Begins to restore user systems from the identified backups.
	[Add Position(s)]

	2
	While the user systems are being restored, work with business unit managers and senior leadership, in coordination with representatives from HR and legal, to discuss appropriate notification activities.
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]

	9
	[Add Action Description]
	[Add Position(s)]

	10
	[Add Action Description]
	[Add Position(s)]



Table 17 describes the actions that [Add Organization Name] will take during the Termination stage of the Tactical Recovery and indicates who is responsible for performing each action.
[bookmark: _Ref40186054]Table 17: Tactical Recovery Actions – Termination Stage
	Action #
	Action Description
	Responsibility

	1
	Formally declare the end of the tactical recovery event.
	[Add Position(s)]

	2
	Continue to monitor the infrastructure and user systems for potential persistency of ransomware indicators.
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]



Strategic Recovery Phase
Table 18 describes the actions that [Add Organization Name] will take during the Planning and Execution stage of the Strategic Recovery and indicates who is responsible for performing each action.
[bookmark: _Ref40186066]Table 18: Strategic Recovery Actions – Planning and Execution Stage
	Action #
	Action Description
	Responsibility

	1
	Close the loop with the external entities who have been involved during the tactical phase.
	[Add Position(s)]

	2
	Begin the execution and implementation of the long-term improvement plan.
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]



Table 19 describes the actions that [Add Organization Name] will take during the Metrics stage of the Strategic Recovery and indicates who is responsible for performing each action.
[bookmark: _Ref40186079]Table 19: Strategic Recovery Actions – Metrics Stage
	Action #
	Action Description
	Responsibility

	1
	Compile all metrics collected during the recovery process.
	[Add Position(s)]

	2
	Convene the recovery team to review metrics that were gathered during the event (e.g., review of recovery objective assumptions, training efficacy, additional plans required).
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]



Table 20 describes the actions that [Add Organization Name] will take during the Recovery Plan Improvement stage of the Strategic Recovery and indicates who is responsible for performing each action. Refer to the “Plan Development and Maintenance” chapter below for additional information on updating the TRP. 
[bookmark: _Ref40186093]Table 20: Strategic Recovery Actions – Recovery Plan Improvement Stage
	Action #
	Action Description
	Responsibility

	1
	Identify specific gaps in the TRP based on implementation during incident. 
	[Add Position(s)]

	2
	Identify timeline for plan updates and stakeholders to invite to planning process.
	[Add Position(s)]

	3
	[Add Action Description]
	[Add Position(s)]

	4
	[Add Action Description]
	[Add Position(s)]

	5
	[Add Action Description]
	[Add Position(s)]

	6
	[Add Action Description]
	[Add Position(s)]

	7
	[Add Action Description]
	[Add Position(s)]

	8
	[Add Action Description]
	[Add Position(s)]



	[image: ]
	Best Practice: When developing these table and sequencing the required activities, make sure to consider the Maximum Acceptable Outage time frames that you identified in the “Critical Business Functions” chapter above.
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[bookmark: _Toc40693344][bookmark: _Hlk37854093]External Recovery Services
Data Center Services
[Add Organization Name]’s reliance on a data center and third-party cloud services during normal operations means that those entities will also play an important role during technology recovery after an incident. Table 21 lists the data centers and cloud services used by the organization and describes the services required from those entities to ensure a successful recovery.
[bookmark: _Ref40186120]Table 21: Data Center and Cloud Services During Recovery
	Data Center/Cloud Service
	Description of Services Provided During Recovery

	[Add Name]
	[Add Description]

	[Add Name]
	[Add Description]

	[Add Name]
	[Add Description]

	[Add Name]
	[Add Description]

	[Add Name]
	[Add Description]



	[image: ]
	Development Guidance:   If your organization does not use a data center or third-party cloud services, you can delete this section of the plan.


Interagency Agreements, MOUs, and Contracts
[Add Organization Name]’s existing agreements—including interagency agreements, memorandums of understanding (MOUs), and contracts—play a vital role in delivering resources for technology recovery. Table 22 lists those existing agreements, provides a brief description of what services are covered by those agreements, and the period of performance or date of agreement for each. 
[bookmark: _Ref40186167]Table 22: List of Interagency Agreements, MOUs, and Contracts
	[bookmark: _Hlk38388634]Entity or Entities
	Description of Agreement
	Period of Performance/Date of Agreement

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]

	[Add Name]
	[Add Description]
	[Add Time Period]





[bookmark: _Toc40693345][bookmark: _Hlk37854138]Resource Requirements
Resources Required for Recovery
Table 23 lists the resources that [Add Organization Name] will require to complete the restoration and recovery of data and information systems following a disaster. 
[bookmark: _Ref40186182]Table 23: Required Resources for Recovery
	Required Resources

	Equipment

	

	

	

	

	Space

	

	

	

	

	Data

	

	

	

	

	Software

	

	

	

	

	Hard-Copy References (Forms and Procedures)

	

	

	

	

	Personnel

	

	

	

	



Alternate Site Resources
[Add Organization Name] identified its planned alternate recovery sites in the 
“Recovery Strategy” chapter above. Table 24 lists the resources that the organization will have available at its alternate sites following a disaster.
	[image: ]
	Best Practice:  The information in the table below may already be identified in your organization’s COOP Plan. If so, you can either refer to your COOP Plan below, or copy that information form the COOP Plan into this template. 



[bookmark: _Ref40186197]Table 24: Alternate Site Resources
	Alternate Site Resources

	Alternate Site #1 – [Add Name or Location of Site]

	[Add Resource]

	[Add Resource]

	[Add Resource]

	[Add Resource]

	[Add Resource]

	Alternate Site #2 – [Add Name or Location of Site]

	[Add Resource]

	[Add Resource]

	[Add Resource]

	[Add Resource]

	[Add Resource]
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[bookmark: _Toc40693346][bookmark: _Hlk37854233]Contact Information
Personnel Contact Lists
[bookmark: _Hlk38432442]See Table 25 for a list of all relevant personnel that have a role in technology recovery or need to maintain situational awareness of technology recovery actions. All executive-level officials including City/County Council and Supervisors as well as legal counsel should be included in this list.
[bookmark: _Ref40186219]Table 25: Personnel Contact List
	[bookmark: _Hlk38366973]Name
	Job Title
	Email Address
	Phone Number

	John Doe
	Technology Recovery Lead
	John.Doe@email.com
	123-555-5555

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]

	[Add Name]
	[Add Position]
	[Add Address]
	[Add Number]



[bookmark: _Hlk38452792]Vendor, Other Entities, and Outside Resources Contact List
See Table 26 for a list of all vendors, other government entities, and outsides resources critical to [Add Organization Name]’s technology recovery process.
[bookmark: _Ref40186231]Table 26: Vendor, Other Entities, and Outside Resources Contact List
	Entity Name
	POC
	Email Address
	Phone Number

	Cyber Corp
	Jane Doe
	Jane.Doe@email.com
	555-123-5555

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]

	[Add Entity Name]
	[Add POC Name]
	[Add Address]
	[Add Number]





[bookmark: _Toc40693347][bookmark: _Hlk37854279]Testing
Testing Procedures
[Add Organization Name] is committed to ensuring that this TRP is actionable and effective. To this end, the plan will be tested every [Identify Testing Frequency] or whenever major updates are made to the plan. [Add Name or Position] will coordinate the testing of the following aspects of the plan:
IT processes
Administrative processes, to include fiscal response for rapid procurement of resources
Logistical processes
The plan testing will be conducted using the following method(s):
[Include detailed description of your organization’s approach to testing]
	[bookmark: _Hlk38296790][image: ]
	Development Guidance:   This section should include a description of the annual technology recovery test(s) performed, including how the test(s) were conducted, timeframes for each test, and the level of testing appropriate to the complexity of the system, program, and process being recovered.


Any gaps or issues in the TRP that are identified during the above testing will be addressed in the next scheduled plan update (or sooner) by the [Individual or Position Name].
	[image: ]
	Best Practice:   There are many different methods that your organization can employ to test the TRP. Examples of test methods include, but are not limited to, the following:
Tabletop Exercise: In this method, team members verbally go through the specific documented in the plan to confirm effectiveness, identify gaps, bottlenecks or other weaknesses. This test provides the opportunity to review a plan with a larger subset of people, allowing your organization to make appropriate changes to the plan.
Failover Testing: In this method, servers and applications are brought online after a simulated outage in an isolated environment. There’s no impact to existing operations or uptime. Systems administrators ensure that all operating systems come up cleanly. Application administrators validate that all applications perform as expected.
Live-Failover Testing: In this method, a live-failover test activates the entire plan. The test will disrupt normal operations, and therefore should be approached with caution. It is recommended that you have completed several iterations of other methods described above before proceeding with this method. Additionally, communicate all expected disruptions well in advance of performing this test.
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[bookmark: _Toc40693348][bookmark: _Hlk37854305]Plan Development and Maintenance
The TRP will be updated [Describe Update Frequency], or any time a major system update or upgrade is performed. [Individual or Position Name] will be responsible for updating the plan, and so is permitted to request information and updates from other employees and departments within the organization in order to complete this task.
Maintenance of the TRP will include (but is not limited to) the following:
Ensuring that all team lists are complete and up to date;
Making any required updates to directions and guidance to reflect changes in [Add Organization Name]’s organization, policies, personnel, priorities, and IT systems and equipment;
Ensuring that the plan is compliant with all requirements specified in new laws or regulations. 
[Include any actions or key considerations that your organization would like to include in the plan maintenance process]
During the maintenance periods, all changes to the Disaster Recovery Teams will be accounted for. If any member of a Disaster Recovery Team is no longer an employee of the organization, it is the responsibility of the Disaster Recovery Lead to appoint a new team member.
[Include any additional information about the process your organization will use to review and update the plan] 
	[bookmark: _Hlk38437030][image: ]
	Best Practice:  You may want to describe the specific coordination processes that your organization will use to review the plan, identify gaps or required changes, update the plan, and receive approval from leadership.
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[bookmark: _Toc40693349]Annex A: Glossary and Acronyms
Glossary
Availability: assurance that the systems responsible for delivering, storing, and processing information are accessible when needed by those who need them.
Business Continuity Plan: the documentation of a predetermined set of instructions or procedures that describe how an organization’s business functions will be sustained during and after a significant disruption.
Data: information in an oral, written, or electronic format that allows it to be retrieved or transmitted.
Event: an observable occurrence in a network or system or of confidential information.
Hardware: the physical technology used to process, manage, store, transmit, receive, or deliver information. The term does not include software. Examples include laptops, desktops, tablets, smartphones, thumb drives, mobile storage devices, CD-ROMs, and access control devices.
Incident: an attempted or successful unauthorized access, use, disclosure, exposure, modification, destruction, release, theft, or loss of sensitive, protected, or confidential information or interference with systems operations in an information system.
Incident Response Team (IRT): led by the Incident Response Lead, the core team composed of subject- matter experts and information privacy and security staff that aids in protecting the privacy and security of information that is confidential by law and provides a central resource for an immediate, effective, and orderly response to Incidents at all levels of escalation.
Information Security: the administrative, physical, and technical protection and safeguarding of data (and the individual elements that comprise the data).
Integrity: assurance that the data are authentic, accurate, and complete and can be relied upon to be sufficiently accurate for their purpose.
Recovery: process of recreating files which have disappeared or become corrupted from backup copies.
Sensitive Data: while not necessarily protected by law from use or disclosure, data that is deemed to require some level of protection as determined by an individual agency’s standards and risk management decisions. Some examples of “Sensitive Data” include but are not limited to operational information, personnel records. information security procedures., internal communications, and Information determined to be authorized for use or disclosure only on a “need-to-know” basis.
Threat: any circumstance/event with the potential to adversely impact an information system through the unauthorized access, destruction, disclosure, modification of data and/or denial of service.
Vulnerability: weakness in an information system, system security procedures, internal controls, or implementation that could be exploited.


Acronyms
Refer to Table 27 for definitions of all acronyms used in this plan.
[bookmark: _Ref40186262]Table 27: Acronym List
	Acronym
	Definition

	APT
	Advanced Persistent Threats

	BCP
	Business Continuity Plan

	BES
	Bulk Electrical Systems

	BIA
	Business Impact Analysis

	BPA
	Business Process Analysis

	Cal-CSIC
	California Cybersecurity Integration Center

	CCIU
	Cyber Crimes Investigation Unit

	CDT
	California Department of Technology

	CHP
	California Highway Patrol

	CIP
	Critical Infrastructure Protection Teams

	CIRP
	Cyber Incident Response Plan

	CISA
	Cybersecurity and Infrastructure Security Agency

	COOP
	Continuity of Operations Plan

	DHS
	Department of Homeland Security

	DOE
	Department of Energy

	DOJ
	Department of Justice

	DRP
	Data Recovery Plan

	ECS
	Environmental Control Systems

	FBI
	Federal Bureau of Investigations

	FERC
	Federal Energy Regulatory Commission

	HIPAA
	Health Insurance Portability and Accountability Act of 1993

	IAAS
	Infrastructure as a Service

	IC
	Intelligence Community

	ICS
	Industrial Control Systems

	IDS
	Intrusion Detection System

	IPS
	Intrusion Prevention System

	IRT
	Incident Response Team

	ISO
	Information Security Officer

	IT
	Information Technology

	MOA
	Memorandum of Agreement

	MOU
	Memorandum of Agreement

	MS-ISAC
	Multi-State Information Sharing & Analysis Center

	NCATS
	National Cybersecurity Assessments and Technical Services

	NCRIC
	Northern California Regional Intelligence Center

	NERC
	North American Electric Reliability Corporation

	NIST
	National Institute of Standards and Technology

	PAAS
	Platform as a Service

	PCII
	Protected Critical Infrastructure Information

	PHI
	Protected Health Information

	PII
	Personally Identifiable Information

	SCADA
	Supervisory Control and Data Acquisition

	SIEM
	Security Information and Event Management

	SLA
	Service Level Agreement

	SLTTP
	State, Local, Tribal, Territorial, and Private

	SOW
	Statement of Work

	TRP
	Technology Recovery Plan

	UASI
	Urban Areas Security Initiative Program
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